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Example : Test MQTT with Ubidot loT Server

This example describes how to use LGO1-N, LoRa Shield & LoRa GPS Shield to set up a LoRa
network and connect it to Ubidots IoT Server.

1.1 Typology and Data Flow
The network topology and dataflow for the example is as below:

Topology for Ubidots Connection:

iiiubldots

MQTT via Internet - —
A MQTT via Internet
LGO1N LoRa Gateway
4 S °
T 1 Ubidots loT Server
1 o 1 <4 Raw LoRa ™
1E 1
i £ Z1 S
Bl al o
= E o
. 1
1 1
! ! --The data in LoRa is unecrypt
E' --The Downlink example is not yet finished
M -
a
= “CER A

;
\ I

% i
USB / UART Connection
v .

\ i

PC to monitor data flow

In next section we will start to configure for this example.
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1.2 Prepare Hardware and Software
In the tutorial, there are two LoRa End Node, they are LoRa Shield + UNO and LoRa/GPS
Shield + UNO. Both of them use Arduino UNO as MCU to control the LoRa transceiver.

We need to program the Arduino UNO during our testing to support the required functions
for end nodes. To finish this, we need to install some software and library first.

1.3 Prepare Software for End Node

1.3.1 Install Arduino IDE and CH340 driver
First download and install Arduino IDE. This is the tool to program the Arduino UNO.

The Arduino UNQO in the kit is clone version and is equipped with CH340 USB to UART chip.
We need to install CH340 driver in the PC to let the Arduino IDE program it via USB. If we

successful install the driver, a com port will show in the system device manager:
IHER  EfE(W) ZENV) EEIH)
@5 ]
4 é edwin-PC

I -- Bluetooth FTEEFEMIERE

> g IDE ATA/ATAPL 55155

b ¥ Jungo

> [ ams

oy RS

> BBt

477 &0 (COM #0 LPT)

- |7 USB-SERIAL CH340 (COM3) |

- e

After install the driver, start Arduino and we will be able to use the board Arduino UNO and

corresponding COM port to program UNO now.

LoRaRecei\rer | A

———
File Edit Sketch [Tools| Help
Auto Format Cirl+T
Archive Sketch
Fix Encoding & Reload

LoRaReceiver

#include <SPL.h Serial Monitor Ctrl+Shift+M
#include <LoRa.} Senal Plotter Ctrl+5hift+L
void setup () { WiFi101 Firmware Updater
Serial. begin(
while (ISerial Board: "Arduino/Genuino Uno” »
Port: "COMS" »

4/25


https://www.arduino.cc/en/Main/Software

& orAGINO

www.dragino.com

We can enable compilation and upload in Arduino = File = Preference. This will help us in
debug.

Sl

—
File Edit Skel Preferences — S— ——

Settings | Net'ork|

LoRaRece Sketchbook location:

#include <SP C:'Users'edwin'Documents' Arduine
#include <Lo Editor language: English (English) x|
void setup () Editor font size: 12
Serial. heg f—Frbwrfn e - e—+ ey es restart of Arduine)
while (IS

Show werbose output during: compilation upload

1.3.2 Install LoRa Library for Arduino

In our examples, we will use two different LoRa libraries for End Node to build different type

of LoRa network. They are:

»  Arduino-LMIC : LoRaWAN library to configure the End node as a standard LoRaWAN end
node.

»  LoRa-raw: This is a simple library for LoRa transmit & receive, all data transfer without ID
control, encryption. If user wants to develop a LoRa network with private LoRa protocol,

he can modify base on this Library.

We also need to install some libraries to connect to different sensors:
»  DHTIib: This is the library to use DHT11 temperature & humidity sensor.
»  TinyGPS: Library for LoRa GPS Shield to get the GPS data.

Download all above libraries and put them in the Arduino = Libraries directory

rare » arduino-1.8.5-windows » arduino-1.8.5 » libraries » - | ‘f| | HEE braries
BEIET v HEE v FETHs =
* =R e ottt E-Sitl Fh
= & . Adafruit_Circuit_Playground 2017/7/18 23:2 ==
[ 1 arduino-Imic 2018/12/28[0:16  Sx#ise |
. arduino-LoRa-master 2018/11/12|20:58 rig=E
| Bridge 2016/8/25 17:20 prg==—
£3 i | Esplora 2015/5/20 17:10  Zrfgsk
ne | Ethernet 201771042 15:37 ITiE
) Firmata 2017/3/19 0:47 i
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1.4 Prepare for LGO1-N Gateway
In LoRa loT Kit v2, we use LGO1-N as LoRa Gateway. Unlike LGO1-P in v1 kit, the LGO1-N has

its own LoRa utility and not need to program it via Arduino. Since we need to connect to
Internet loT Server, we need to configure the LGO1-N to have internet access.

1.4.1 Configure LGO1-N for internet connection.
Below steps show how to set up LGO1-N to use WiFi for internet access.

Step1l:
Connect PC to LGO1-N’s LAN port via RJ45 cable and set up PC Ethernet port to DHCP.

PC will then get IP from LGO1-N. The ip range is 10.130.1.xx
Use browser to access the LGO1-N via IP 10.130.1.1. (Recommend use Chrome here)

Step2:
Open a browser in the laptop and type

http://10.130.1.1/cgi-bin/luci/admin
User will see the login interface of LGO1-N.

The account for Web Login is:
User Name: root
Password: dragino

Jf & dragino-168ch0 - LuCl X '-.\
€« C' | [ 10.130.1.1/cgi-bin/luci/admin

dragino-168cb0

Authorization Required

Please enter your usemame and password.

Usemame  root root
Password  ssssees dragino I

@ Login B Reset

DRAGINO TECHNOLOGY CO., LIMITED

Step3:
In network -> Wireless, select radioO interface and scan.

dragino-1b8288  stws~ Syseem~ [N .~ Logout AUTO REFRESH ON

radic0: Master "dragino-1b8258"

Wireless Overview

Generic MAC80211 802.11bgn

Restart Sc Add '
Channel: 11 (2.462 GHz) | Bitrate: 7 Mbit's esta an | ndd

& radiol

S$SID: dragine-1b58285 | Mode: Master

BSSID: A8:40.41.18:82:88 | Encryption: None eane “l Remove |

0%
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Step4:
Select the wireless AP and join the wifi network:

dragino-1 b8288 Status System ~  Network ~  Service Logout AUTO REFRESH ON

Join Network: Wireless Scan

Signal SSID Channel Mode BSSID Encryption

4l 100% dragino-office & Master 50:64.2B:1AB3.4D

4 84%  ChinaNetgLnb 2 Master  A4:29:40:66 F4ET mixed WPAWPA? - PSK

dragino-1b8288

Joining Network: "dragino-office"
Replace wireless configuration [

@ Check this option to delete the existing networks from this radio.

WPA passphrase | | sssssessasnss =

@ Specify the secret encryption key here.

Name of the new network wwan

(@ The allowed characters are: 2-2, -z, 0-3 and _

Create / Assign firewall-zone ‘wan: -

(@ Choose the firewall zone you want to assign to this interface. Select unspecified to remove the interface from the associated
zone or fill out the create field to define a new zone and attach the interface to it.

Back to scan results @

Step5:
In network->wireless page, disable WiFi AP network. Notice: After doing that, you will lose
connection if your computer connects to the LGO1-N via its WiFi network.

dragino-1b8288 m ! (ONSAVEDJCHANGESTS AUTO REFRESH ON

radio0: Master "draginc-1b8288"

Wireless Overview

Generic MAC80211 802.11bgn
Channel: 11 (2.462 GHz) | Bitrate: ? Mbit/s

S5ID: dragine-1b8285 | Mode: Master . .
0% Vi
: BSSID: A:40:41-15:82:88 | Encryption: None Edit | Remove |
SSID: dragino-office | Mode: Client

BSSID: 50:64:28:1A:88:4D | Encryption: - Bl { Remos J

Associated Stations

& radioD Restart Scan ‘ Add |

Network MAC-Address Host Signal / Noise RX Rate [ TX Rate

No information available

(Note: make sure click the Save & Apply after configure)
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After successful associate, the WiFi network interface can be seen in the same page and see
LGO1-N get the ip from the uplink router.

dragino-1b8288 : AUTO REFRESH ON

WAN WWAN LAN

Interfaces
Protocol: Static address
LAN Uptime: 2h Om 4s
) MAC: AG:40:41:1B:82:88 . ( l
eﬂh‘iﬁ;f) RX: 1.40 MB (13346 Pkis.) Restart Stop Edit Delete
TX: 2.79 MB (10321 Pkts.)
IPv4: 10.130.1.1/24
o Protocel: DHCP client
WAN
. MAC: A3:40:41:1B:82:8A Restart Sto Edit ( Delet l
effg“ RX: 4.30 MB (51840 Pkts.) * [—J

TX: 55.77 KB (429 Pkis )

Protocol: DHCP client
Uptime: Oh 6m 6s

MAC: A8:40:41:1B:82:88 ; ————
RX: 549.33 KB (5859 Pkis.) st s l Delete |
TX: 14.90 KB (94 Pkts.)

1Pvd: 10.130.2 169/24

WVWAN

Client “drag-in o-office”

Add new interface... .

e
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1.4.2 Download putty tool to access LGO1-N via SSH

It will be helpful to see the LGO1-N inside Linux system to understand the data flow and

www.dragino.com

debug.

User can access to the Linux console via SSH protocol. Make sure your PC and the LGO1-N is in the

same network, then use a SSH tool (such as putty) to access it. Below are screenshots:

{#2 PuTTY Configuration

Category:

= Session Basic options for your PuTTY session

~ Logging Specify the destination you want to connect to
=) Terminal A ) o
....Key‘board Host Q Jogres []1
- Bel IP address: IP address of LGO1-N
- Features
= Window Port: 22
[ Appearance
-~ Behaviour User Name: root
Input device's IP .
- Port-22 I Password: dragino (default)
Type: SSH fault Settings Load
Save
Delete
Close window on exit:
Always Newver @ Only on clean exit
| Open | | Cancel |

After log in, you will be in the Linux console and can input commands here.

Bioine: 7V -~ ==
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1.5 Create devices in Ubidots

Step 1: Log in Ubidots and create a device.

11 days left on trial a2 .

Devices

There are no Devices created

( Ethernet ) ( WiFi ) ( Cellular ) ( Sigfox )
( LoRaWAN )
el /
© &
. - % fomu ©
- Al
[ ] [ ] Blank Adafruit orium Arduino Controllino DF Robot
Technology
] . [
s 3 ® & @
There are no Devices bt S :
igita spressi .
Dragino Matter Electric Imp Systems Hologram Intel loT

ton below to start sending dots to your first Device

m Q MULTITECH@ A*,

Mediatek
mcThings ediate Microchip Multitech Onion Particle
Labs
< BAC
lora-shi e\d\
ol elce e
- — lora-shield
-
[} @ | Create .
0 ' [

There are no Devicet

below to start sending dots to your first Device
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o © Q
Devices
O . 5 CREATED AT ¥
6 ora-shield No last activity 2019-02-12 17:36:32 +08:00
- >

Step 2: Get the TOKEN,API Label .

(1)Go to Account = My profile and get the TOKEN.

isubidots R X3

API| keys

Default token BBFF-CSsy141ZIFbLCOWNShIrredFWIUG

User Name of MQTT

(2)Go to Device > lora-shield and get the API Label.

lora-shield
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1.6 Simulate MQTT uplink via PC’s MQTT tool
This step is not necessary, it just to help user to understand the MQTT protocol and simulate the

www.dragino.com

MQTT connection to Ubidots. And check if the account info is valid and correct.

In the PC, download and install MQTT.fx. Open MQTT.fx and configure add a new MQTT client,
(LoRa GPS-Shield is similar)as below:

Broker Address: industrial.api.ubidots.com

Broker Port: 1883

Client ID: dragino_client

- comecion i === |

M2M Eclipse
ubidots Profile Name | Ubidots

Profile Type  MQTT Broker - h\ m

MQTT Broker Profile Settings

Broker Address| industrial.api.ubidots.com

Broker Port

Client ID | dragino_client

General | EEHOELENUEIER | SSL/TLS - Proxy  LWT

User Name | BBFF-C5syj141ZIFbLCOWN

Generate

Password

/

Input TOKEN from Ubidots and
password leave blank

After add the profile, connect it and publish. Publish MQTT connect it to Ubidots API docs

File Extras Help

L .
- Disconnect

m Subscribe Scripts Broker Status Log

‘/'___.__——————-' Replace API Label
»  /vl.6/devices/lora-shield - m

|{"temperature":24,"humidity":SO} |

Data to be sent

If update successful, we can see the update in the devices:

lora-shield

50.00 24.00

humidity temperature

a minute ago & minute ago
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1.7 Try MQTT Publish with LGO1-N Linux command
This step is also not necessary; it is to show the basic command used for MQTT connection and
will help for further debug when connection fails.

www.dragino.com

First, we need to make sure the LGO1-N has internet access. We can log in the SSH and ping an
Internet address and see if there is reply. As below:

"B 1013011 Msecurecrr WU . . = | O
THHF) REE) ZE(V) ERO) FHT) BAS) TRL BEhH)

HIRIR B SES TR @

| 10.130.1.1

root@dragino-1b56d0:~# ping industrial.api.ubidots.com

PING industrial.api.ubidots.com (169.55.61.243): 56 data bytes
64 bytes from 169.55.61.243: seq=0 tt1=50 time=375.357 ms

64 bytes from 169.55.61.243: seq=l tt1=50 time=384.360 ms

64 bytes from 169.55.61.243: seq=2 tt1=50 time=392.978 ms

64 bytes from 169.55.61.243: seq=3 tt1=50 time=374.015 ms

64 bytes from 169.55.61.243: seq=4 tt1=50 time=377.114 ms

AC

--- industrial.api.ubidots.com ping statistics ---

6 packets transmitted, 5 packets received, 16% packet Toss

round-trip min/avg/max = 374.015/380.764/392.978 ms
root@dragino-1b56d0: ~#

LGO1-N has built-in Linux utility mosquitto_pub. We can use this command to publish the data to
Ubidots.

The command to update a feed is as below:
LoRa-Shield: mosquitto_pub -h industrial.api.ubidots.com -p 1883 -u

BBFF-C5syj14IZIFbLCOWNG6hIrredFVVIUG -i dragino_client -q 1 -t /v1.6/devices/lora-shield -m
'{"temperature":24,"humidity":50}'

LoRa GPS-Shield: mosquitto_pub -h industrial.api.ubidots.com -p 1883 -u
BBFF-C5syj141ZIFbLCOWNG6hIrredFVVIUG -i dragino_client -q 1 -t /v1.6/devices/lora-shield -m
'{"location":{"value": 1, "context":{"lat":37.773, "Ing":-122.431}}}'

(Make sure the “” is included, otherwise only one data will be uploaded)
Below is the output window(LoRa GPS-Shield is similar):
'@ 10130.1.1 - SecurecRT N oW _—— e - Awas s = i Aokl aam ‘%,&

| XD SWE HFHVY BERO FH0 BXRQ IRL WHH)
|99 IN an BRI THL @
| 110.130.1.1

root@dragino-1b56d0:~# mosquitto_pub -h industrial.api.ubidots.com -

[x
d t ) 1883 -u BBFF-C5syj14IZIFbLCOWN6hIrredFVVIUG -1 dragino_client -
-q 1 -t /vl.6/devices/lora-shield -m '{"temperature":24."hum1d1ty":505'

£

root@dragino-1b56d0: ~#

After running this command, we can see the data are updated to Ubidots, which has same result
as what we did at mqtt.fx.

So we success to use LG0O1-N to uplink data to Ubidots, the mosquitto_pub command is executed
in the Linux side, finally, we will have to call mosquitto_pub command while the LoRa sensor
data arrive. We will explain how to do that in next step.
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1.8 Configure LGO1-N Gateway

1.8.1 Publish Logic
In LGO1-N (firmware version > LG02_LGO08--build-v5.1.1549961114-20190212-1646), there is a
built-in script to process the MQTT data. The logic of this flow is as below:

How customized script works:

Linux File System |
Payload:<6734>{"temperature™ 34, "humidity":86} e

~T=~Uplink

{"temperature":34.,"h
umidity”:86}

—— A

LoRa End Node Downlink._ _

=
-+
1
1
1
1
1
1
1
c
=
a
=3
@
%)
@
2
@
2

.
“_—' h Scontext”:{"lat":37.7
- 73,"Ing":-122.431
Uplink~_.~~LGOIN / OLGOIN - it
PN LG02/0LGO2 ! i
-~ Downlink Customized Mode

o
‘ " Payload:<7458>{"localion:{"value": 1, "conlext":{"lat":37.773, "Ing"-122 431}}}

LoRa End Node

Operate Principle:

>LoRa End Node sends the data to gateway in specify format: <node_ID>value

>Gateway get the data and will put the data in corresponding files under /v1.6/devices/xxx-shield.
>MQTT Process Script will publish data to Ubidots Server.

Stepl: Configure LGO1-N to act as MQTT mode
dragino-1b7060

LoRa Gateway Settings

Configuration to communicate with LoRa devices and LoRaWAN server

LoRaWAN Server Settings

IoT Service  :LoRaRAW forward to MQTT ser '
Debug Level Litte message output v
Service Provider | The Things Network v

Step2: Configure MQTT server info

MQTT Server Settings

Configuration to communicate with MQTT server

Configure MQTT Server

Select Server General Server
Broker Address [-h] | industrial ap| ubidots com

Broker Port[p] | 1883

UserName [-u] | BEFF-CSsyj14IZIFbLCOWNGhITes
Password [-P]

ClientID[H] | dragino_client
Quality of service level [<] QoS 1
Topic Format []  vi Bidevices/gps-shisld

Data String Format [-m] | DATA
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In step 2, we have below settings:

v Select Server: General Server

Broker Address[-h]: industrial.api.ubidots.com

Broker Port[-p]: 1883

UserNamel[-u option]: Input TOKEN (user name for MQTT Connection)

Password[-P option]: Leave blank

Client_ID[-i]: dragino_client (can put any string)

Quality of service level[-g]: QoS 1

Topic Format[-t]: /v1.6/devices/lora-shield (lora-shield is APl Label of devices on the ubidots)
Data String Format[-m]: DATA

NN N N N N RN

And we configure this channel:

v" Local Channel ID: 5678

v' Remote Channel ID: Leave blank
v' Write_api_key: Leave blank

1.8.2 Configure LG01-N’s Radio frequency
Now we should configure LGO1-N‘s radio parameter to receive the LoORaWAN packets. We are
using 868.0Mhz (868000000 Hz) as below:

dragino-1893c4

Latitude 2
Longtitude | 114
Radio Power (Unit dBm)

Radio Settings

Radio settings for Channel < 1
Freamme I:
St I:l ¢ 2

Coding Rate |4
Signal Bandwidth ki

Praamble Length

@ Lengtn range: 6~ 65536

LoRa Sync Word

@ Value 52(0x34) for LoORaWAN

Encryption Key 3/

‘_vaw'; sappy [IE Reset
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1.9 Create LoRa Shield End Node

1.9.1 Hardware Connection

Flame sensor ! /
VCC<...>ICSP(5V) . | & Relay
(In the top, right N X VCC<...>Vin
corner of ICSP) "N <! < GND<...>GND
GND<...>GND - SN 4 IN<...>D4
DO<...>D3 3 \ ™

' DAT<..>A0 RGN 2 S Ny
" 1GND<..>GND | R MR
N X < - X NN N B %

nsors are flame sensors,

(LS S

There are three sensors connect to the LoRa Shield + UNO. These se
DHT11 (Temperature & Humidity sensor) and Relay. Please use the connection as we show in the
photo.

Note: There is a trick above, the relay is connected to VIN. In this case, The UNO can only be power via USB port.

If need to power via DC power adapter, please use another 5v pin to power relay.
Upload this sketch to the UNO, this sketch will send temperature and humidity data to gateway at

every 60 seconds. If there is a flame detect, it will then immediately send the value to gateway
and then upload to the IoT Server.
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1.9.2 Test with uplink
After we upload the sketch to UNO, we can see below output from Arduino

Start MQTT Example

52 char data[50] = "\0": LoRa init succeeded.

53 [tadatadatasizatatatad COUNT=1 HEnGHEHEHER

54 for(int 1 = 0; i < BO; i++) The temperature and humidity:

55 { [24. 00°C, 38. 00%]

56 datali] node_id[i]; The packet is send successful

57 } faesnsagnsseiaraatzand COUNT=2 st rantutnsasrentsts

58 The temperature and humidity:

59 dtostrf (tem, 0, 1, tem 1) ; [24.00°C, 42. 00%]

60 dtostrf (hum, 0, 1, hum 1) ; The packet is send successful

AERRnaEnand COUNT=3 SEpERnaEan

streat (data, ") ; The temperature and humidity:

63 treat (data, "\ temperature\”: ”)|([24. 00°C, 40. 00%]

3 |

The packet is send successful

And we can see the logread of gateway as below, means the packet arrive gateway:
Bor01 secvecr T & TEEEEmS 0 EE EE T

Tap wAH BBy RO FRD Bxe TAL S0
ADRUD LA BES TR @ 5
103301 o

Sat Jan 26 06:31:10 2019 daemon.info 1g01_pkt_fwd[12 B
Sat Jan 26 06:31:10 2019 daemon.info 1g01_pkt_: fwd[].ZDSD] RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32
362e302c2268756d6964697479223a33362e307d
Jan 26 06:31:14 2019 user.notice root: [IoT.Mqrr]: Find Match Entry for 5678
sat Jan 26 06:31:14 2019 user.notice roo [-t] /vl.6/devices/Tora-shield
sat Jan 26 06:31:14 2019 user.notice root: [IoT.MqTT]: [-m] {"temperature”:26.0,"humidity":36.0}
Sat Jan 26 06:31:32 2019 daemon.info 1g01_pkt_: fwdE].ZDSDi
at Jan 26 06:31:32 2019 daemon.info 1g01_pkt_fwd[12030]: RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32
sazesozc2263?ssdagaaawwgz233333629307d
sat Jan 26 06:31:32 2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678
sat Jan 26 06: 31 32 2019 daemon.info 1901 pkt_fwd[12030]:
Sat Jan 26 06:31:32 2019 daemon.info 1g01_pkt_fwd[12030]: RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32
362230Zc2268?56d6954697479223333362230?:]
Sat Jan 26 06:31:32 2019 user.notice roo [IOT.MQ'H’ [-t] /ul 6/dev1ces/1cra sme'l
sat Jan 26 06:31:32 2019 user.notice root: [IoT.MQTT]: [-m] {"temperature”:26.0,"humidity"”:36.0}
Sat Jan 26 06:32:10 2019 daemon.info 1g01_pkt_fwd[12030]:
Sat Jan 26 06:32:10 2019 daemon.info 1g01_pkt_fwd[12030]: RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223232362e302c2268756d696469
7479223a33372e307d
sat Jan 26 06:32:14 2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678
sat Jan 26 06:32:14 2019 user.notice root: [IoT.MqQTT]: [-t] /vl.6/devices/Tora-shield
Sat Jan 26 06:32:14 2019 user.notice root: [IoT.MQTT]: [-m] {"temperature”:26.0,"humidity”:37.0}
Sat Jan 26 06:33:10 2019 daemon.info 1g01_pkt_fwd[12030]:
sat Jan 26 06:33:10 2019 daemon.info 1g01_pkt_fwd[12030]: RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223232362e302¢2268756d696469
7479223233382e307d
sat Jan 26 06:33:14 2019 user.notice root:
Sat Jan 26 06:33:14 2019 user.notice roo [-t] /vl.6/devices/lora-shield
Sat Jan 26 06:33:14 2019 user.notice root: [ oT. W'I'I' [-m] {"temperature”:26.0,"humidity":38.0}
sn Jan 26 06:34:10 2019 daemon.info 1g01 pkt_fwd[12030]:
7479223 gg;gg %n?do 2019 daemon.info 1gOljkt fvrd[].ZOSO] RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32352e302¢22687564696469
a e

Sat Jan 26 14 2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678
sat Jan 26 05:34:14 2019 user.notice roo [IOT MQTT, [-t] /vl.6/devices/lora-shie

sat Jan 26 06:34:14 2019 user.notice root: [IoT.MQTT]: [-m] {"temperature":25.0, "humidity"'i& o}

sat Jan 26 06:35:11 2019 daemon.info 1g0l1_pkt_ fwdElZOSO]

Sat Jan 26 06:35:11 2019 daemon.info 1g01_pkt_fwd[12030]: RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223232352e302c2268756d6964697479223233382e _

Find Match Entry for 5678

Sat Jan 26 06:35:14 2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678
sat Jan 26 06:35:14 2019 user.notice root: [IOoT.MQTT [-t] /wvl. 6{dev1ces/1ora shield
iat Jan 26 06:35:14 2019 user.notice root: [IoT.MQTT]: [-m] {"temperature":25.0,"humidity":38.0}

Finally, we can see on the Ubidots:

temperature
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¢ lora-shield

1.9.3 Test with interrupt by flame detect
The DO pin of Flame sensor is high in normal state. When a flame is detected, the DO pin of
Flame sensor will become low, then, the UNO generates an external interrupt, and immediately

uploads the temperature and humidity to the server.

The DO pin of Flame sensor is low when a flame is detected, and we can see on the Serial

Monitor:

The temperature and humidity:

H char data[50] “\0”: [24. 00°C, 38. 00%]

53 The packet is send successful

54 for(int i = 0: i < 50: i++) sppgpssssne COUNT=2  @essissssss
35 { The temperature and humidity:

56 datali] = node_id[i]; [24.007C, 42. 00%]

57 } The packet is send successful

58 bimidrsntutidatasisiass COUNT=3 sEzdagRgany
59 dtostrf(tem, 0, 1, tem_1); The temperature and humidity:

60 dtostrf (hum, 0, 1, hum_1) ; [24. 00°C, 40. 00%]

61 The packet is send successful

62 strecat (data, " {") ; Have fire, the temperature is send

63 streat (data, “\”temperature\”:”)|[The temperature and humidity:

. [24.00°C, 40. 00%]
_Have fire, the temperature is send

Similarly, we can see the logread of gateway via SSH access:
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10.130.0.1 - SecureCRT I LT - -
ZHE BNE BHY BR0) TR0 NS IO B
2V0IR Y (A

I 1013011 o

Find Match Entry for 5678
[-t] /vl 6/dev1ces/'lora shield
[-m] {"temperature”:26.0, "humidity":36.0}

Transmission
interval is one
minute

Jan 26 06:31:14 2019
Jan 26 06:31:14 2019
0

1
g
362 302 2268756d696 5974792;3023132;033921_pkgfwd[12030] RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32
e302c. 4 a

Sat Jan 26 06:31:32 2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678 4——— Detected the fire
sat Jan 26 06:31:32 2019 daemon.info 1g01_pkt_fwd[12030

Sat Jan 26 06:31:32 2019 daemon.info 1gOl_pkt fwd[12030] RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32
352e302:2268756d69s4597479223333362 30.
an 26 O 01! [-t] /v1 G/dev'lces/ana—sh ield

6:31:32 2019 user.notice root: [xoT MQ'I'I’]
:31:32 user.notice H : _[-m] {"temperature”:26.0,"humidity":36.0}
2019 daemon.info 1g01_pkt. 120301
0/ 2019 daemon.info 1901_pkt fwd 12030,

RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32362e302c2268756d696469)

2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678

2019 user.notice root: [IoT.MQTT): [-t] /v1 6/dev1ces/lera shield

2019 user.notice root: [ToT.MOTT]: [-m] {“"temperature”:26.0 "humidity":37.0}
1g01_pkt_fwd 12030%
1901_pkt_fwd([12030]:

§a§q772 ‘2 : RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32362e302¢2268756d696469
4 a

sat Jan 06:33:14 2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678
Sat Jan 26 06:33:14 2019 user.notice root: [xoT MQTT): [-t] /vl.6/devices/lora-shield
Sat Jan 26 06:33:14 2019 user.notice root: [IoT.MQTT]: [-m] {“"temperature™:26.0,"humidity"”:38.0}
sat Jan 26 06:34:10 2019 daemon.info 1g01_pkt_! fwd[ 2030]:
6:34:10 2019 daemon.info 1901_pkt_fwd[12030]: RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32352e302¢2268756d696469
7479223;33382e307d
Sat Jan 26 06:34:14 2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678
Sat Jan 26 06:34:14 2019 user.notice root: [IOT.MQTT]: [-t] /vl.6/devices/lora-shield
Sat Jan 26 06:34:14 2019 user.notice root: [IoT.MQTT]): [-m] {"temperature™:25.0,"humidity":38.0}
Sat Jan 26 06:35:11 2019 daemon.info 1901_pkt_fwdE12030]:
Sat Jan 26 06:35:11 2019 daemon.info 1g01_pkt_fwd[12030]: RXTX~ Receive(HEX):3c353637383e7b2274656d7065726174757265223a32352e302¢22687560d6964697479223a33382e _

Sat Jan 26 06:35:14 2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678
Sat Jan 26 06:35:14 2019 user.notice root: [IoT.MQTT]: [-t] /vi. S/devwces/'lora shield
iat Jan 26 06:35:14 2019 user.notice root: [IoT.MQTT]: [-m] {"temperature”:25.0,"humidity":38.0}

Finally, we can see on the Ubidots:

DATE VALUE CONTEXT ACTIONS

New data available

2019-01-26 14:33:15 +08:00 26.00 &

2019-01-26 14:32:15 +08:00 26.00 {

2019-01-26 14:31:33 +08:00 26.00

|

| 4—— Detected thf}: fire

DATE VALUE CONTEXT ACTIONS

New data available

2019-01-26 14:33:15 +08:00 38.00 {

2019-01-26 14:32:15 +08:00 37.00 {4

Detected the fire
| . {

l 2019-01-26 14:31:33 +08:00 36.00
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1.10 Create LoRa GPS Shield End Node

1.10.1 Hardware Connection
=

LoRa Node<...>GPS shield
GPS_RX<..>D3
GPS_TX<..>D4

There is LoRa GPS Shield + UNO. Please use the connection as we show in the photo.

Upload this sketch to the UNO, this sketch will send position data to gateway at every 60

seconds.

1.10.2 Test with uplink

After we upload the sketch to UNO, we can see below output from Arduino

M
it F48 B T8 8

MGTT_GPS._Cllsnt_updata_to_ubidots Start MQTT Example of Ubidots
1 tinclude <TinyGPS.h> LoRa init succeeded.
2 #tinclude <SPI.h> frisbaaristastantan s NO. 0 HESHH AT T
3 #include <LoRa.h> The longtitude and latitude:
4#tinclude <SoftwareSerial.h> [114. 2087, 22. 7222]
5 The packet is send successful
6 TinyGPS gps; HH T NO. 1 HHHHH T
7SoftwareSerial ss(4, 3); // Arduif(The longtitude and latitude:
8 [114. 2087, 22. 7222]
9static void smartdelay(unsigned lon{|The packet is send successful
10 unsigned int count = 0; //Fol|tnfff T NO. 2 HHHHH T
11 The longtitude and latitude:
12 float flat flon- [114. 2087, 22. 7222]

The packet is send successful

And we can see the logread of gateway as below, means the packet arrive gateway:
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X
WEF) WERE HHV) ATO) FHM WS TRQ WEH)
QVLED waNnBES TR 0oy
[Tro001] ]
wed Feb 13 05 019 user.notice root: [IoT.MQTT]: E /v1 6/devices/gps- sﬁu'ld B
weg Feg i 19 user.notice roo 5 -m] {"location":{"value ,"context":{"1at":22.7224,"1ng":114.2088}}}
wed Fel 1 :
wed Fel 1 765 i RXTX~ Receive(HEX):3c353637383e7b226c6163617469676e223a7b2276616¢7565223a312c22636F6e74657874223a7b2
26617422 8387d7d7d
wed Feb 1 1 : Find Match Entry for S
wed Feb 1 1 E t] /vl 6/dev1ces/nps sme'ld
we: Feg 1 1! -m] {"location":{"va ,"context":{"1at":22.7228,"Ing":114.2088}}}
wed Feb 1 1 :
wed Fel 19 daemon.info 1g01_pkt_fwd[9765]: RXTX~ Receive(HEX):3c353637383e7b226c6163617469676€223a7b2276616¢7565223a312c22636f6e74657874223a7b2
26617422 82c226c6e67223a3131342e323038 387d7d7d
weg Feg 019 user.notice root: [IoT.MQTT]: Find 7atch/5ntry f7r 5678 h Ti
Wwed Fel 019 user.notice root: [IoT.MQTTl: [-t] /vl.6/devices gps shie
wed Feb 019 user.notice roo IOT.MQTT]: -m] {"location":{"value":1,"context":{"1at":22.7228,"Ing":114.2088}}}
weg Feg 019 :ron mfafcrond[u 1]fw|;ssk root pid 2687 cmd checkd log
wed Fel 019 daemon.info 1g01_pkt_ 9765
wed Feb 019 daemon.info 1g01_pkt_fwd[9765 RXTX~ Receive(HEX):3c353637383e7b226c6763617469676€223a7b2276616¢7565223a312¢2263676€74657874223a7b2
2661742, 8 f”ﬁ"~-5722333131342e32303 587d7d7
weg Feg user.notice root: [IOT.MQTT]: Find l}!a;cg/gntry f7r 567 g 14
Wwed Fe : v evices, gps-shie
weg Feg u ce 01_pk fwd 9 E ] {"location":{"value":1,"context": {"1at":22.7228,"1ng":114.2088}}}
Wed Fel aemon . info 1g T :
wed Feb daemon.info 1g01_pkt_fwd[97 5]: RXTX~ Receive(HEX):3c353637383e7b226c67636174696T6e223a7b2276616¢7565223a312c2263676€74657874223a7b2
263617;7 8 ¢'77ﬁf5-5722333131 342323038 387d7d;d i o GE7E
Wed Fe : [IoT.MQTT]: Find Match Entry for
wed Feb I0T.MQTT]: E i /vl. Gldevu:es/gvs -shield
weg Feg u e roo Io;;ll:a;'; "location”:{"value”:1,"context":{"1at":22.7228,"1ng":114.2088}}}
Wed Fel aemon . 1n o 1901 pkt_t :
wed Feb daemon.info 1g01_pl wadE?? 5]: RXTX~ Receive(HEX):3c353637383e7b226c67636174696T6e223a7b2276616¢7565223a312c2263676€74657874223a7b2
2661742, 3] 8 f775!‘505722333131 42e323038387d7d7d
weg Feg 8 user.notice root: [IoT.MQTT]: l;m? ?tcg/sntry f?r 557: 1d
Wed Fel user.notice roo IOT.MQTT]: -t] /vl evices/gps-shie
weg Feg g 1 5ser.noti$e ;og 4 Iom;; ;] [-m] {"location":{"value":1,"context":{"1at":22.7228,"1ng":114.2088}}}
Wed Fel 19 daemon.info 1g01_pkt_: 4
wed Feb 1 1 2019 daemon.info 1g01_pkt_fwd[9765]: RXTX~ Receive(HEX):3c353637383e7b226c67636174696f6e223a7b2276616c7565223a312c226366e74657874223a7b2 l
26c6174223a 73 82c226c6e67223a3131342e323038387d7d7d
weg Feg T g 19 user.notice root: [IoT.MQTT]: ?mi‘l ?tcg/gntry f?r 567'8‘ - =
Wed Feb 1. 19 user.notice roo IoT.MQTT]: -t] /vl1. levices/gps-shie
Wed Feb 1. :56 2019 user.notice root: [IoT.MQTT]: [-m] {"location":{"value":1,"context":{"lat":22.7228,"1Ing":114.2088}}} ,

Finally, we can see on the Ubidots:

& 7 = -
o B s - &
it A vy . @ o ERLEQ @mzﬁgsﬁ«zﬁ/
£ v S o
anm s ;- / féﬁm L
MU RE
s Q nRLEEDERH % M n y
@ ¥ 1 ¢
. EmE
gps-shield S5 e o c1s)
Description
APl Label @
gps-shield 1.00 The Map
D & location

2 minutes ago

Last Activity

2 minutes ago

Device type

Set Device Type

Location © \

Mode €@ location °

Latitude

Latitude and Longitude
1122081 of gps-shield

Longitude
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1.10.3 Create Map Widgets in Ubidots

22 Demo Dashboard

Devices ~ Data ~ Users ~

&4 Feb 112019 17:48 - Feb 122019 17:48 ~

Battery
Histogram
Map

Slider

Thermometer

Data ~ Users -

88 Feb 112019 17:48- Feb 122019 17:48 ~

Data

Appearance

11 days left on trial Q . -

Clock Double axis Gauge

HTML canvas Indicator Line chart
Pie Scatter
Switch Tank Text
‘Iab::e Values table

Map

(<]
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4 Feb 11 2019 17:48 - Feb 12 2019 17:48 =

28 Demo Dashboard

Finally,We can see on the Dashboard when the device is successfully located and
successfully published by MQTT:

8 Feb 122019 12:59 - Feb 132019 12:59 +

28 Demo Dashboard

i
o

By

- #TE
RPES
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1.10.4 Moving LoRa GPS-shield outdoors

' YB-A¥E

Z_-u-,lssnms 2

onswc O

¥
)

T'IA 338 eyon

We can see the position Dashboard when the device is successfully located and

successfully published by MQTT:

gps-shield

Feb 132019 - Feb 13 2019 (] (V]
16
14
12
08-
04 1 U
om to 101 1100 120
021 0213 02
DATE AL CONTEXT

36 minutes ago New data available

2019-02-13 13:13:15 +08:00

2019-02-13 13:12:15 +08:00

2019-02-13 13:11:15 +08:00

2019-02-13 13:10:09 +08.00

2019-02-13 13:01:51 +08:00

2019-02-13 13:00:51 +08:00

{lat"22.7234,"Ing"™114. 2091}

{"lat"22.7234,"Ing"™ 1142091}

{lat"22.7227 "Ing™114.2092}

{1at".22.7227,"Ing".114.2092}

{"1at"22.7229,"Ing"™114.2093}

{'lat"22.7229,"Ing " 114.2094}

24/ 25



& orAGINO |
www.dragino.com

B8 Feb 122019 12:59 - Feb 132019 12:59 ~

Appearance

o

@ 9 72 F

L< I <)

By
iy
e
0
RS
o~
]

oo o o
se: Ubidols
82 Demo Dashboard

Reference

<> Source code for LGOIN LoRa Gateway
https://github.com/dragino/openwrt lede-18.06

<~ OpenWrt official Wiki
http://www.openwrt.org/

<> Ubidot Server
industrial.ubidots.com
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