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1 Overview
1.1 What is Dragino Single Channel LoRa loT Kit v2?

Dragino Single Channel LoRa loT Kit v2 is designed to facilitate beginners and developers to
quickly learn LoRa and IoT technology. It helps users to turn the idea into a practical application
and make the Internet of Things a reality. It is easy to program, create and connect your things
everywhere. A number of telecom operators are currently rolling out networks, but because LoRa

operates in the open spectrum you can also set up your own network.

The LoRa loT kit v2 shows how to build a LoRa network, and how to use the network to send data
from a LoRa sensor node to the cloud server. Depends on the actually use environment, the LoRa

gateway will connect your other LoRa nodes up to 500 ~ 5,000 meters.

1.2 What can you learn from the kit?

The goals through this LoRa loT kit v2:
v"Understand the structure of an Internet of Things network, and how does an loT
network works
Learn coding method for Arduino micro controller
Learn some common sensors.
Learn some basic commands for Linux and

Learn about LoRa and how to set up a LoRa network.

LN NI NN

Learn different way to connect LoRa network to IoT Server and compare their

advantages / disadvantages.
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1.3 What parts Dragino LoRa loT v2 includes?

LoRa Gateway-LGO1 Sensors

# O orAGNO Flame sensor Relay Photosensitive sensor

B (OAS s
Buzzer Ultrasonic Sensor DHT11
K 85

LEDs

USB cable

Wire

Single Channel LoRa loT Kit Packing List.

1 x LGO1-N single channel LoRa Gateway

1 x LoRa end node (LoRa Shield + Arduino UNO)

1 x LoRa end node (LoRa/GPS Shield + Arduino UNO)
1 x flame Sensor

1 x relay

v

v

v

v

v

v' 1 x photosensitive sensor
v' 1 xbuzzer

v' 1 xultrasonic sensor

v" 1 x DHT11 temperature and humidity sensor
v" 20 x dupont cable (male to male)

v" 20 x dupont cable (female to female)

v

20 x dupont cable (male to female)
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2 Preparing

In the kit, there are two LoRa End Node, they are LoRa Shield + UNO and LoRa/GPS Shield +
UNO. Both of them use Arduino UNO as MCU to control the LoRa transceiver.

We need to program the Arduino UNO during our testing to support the required functions

for end nodes. To finish this, we need to install some software and library first.
2.1 Software for End Node

2.1.1 |Install Arduino IDE and CH340 driver
First download and install Arduino IDE. This is the tool to program the Arduino UNO.

The Arduino UNO in the kit is clone version and is equipped with CH340 USB to UART chip.
We need to install CH340 driver in the PC to let the Arduino IDE program it via USB. If we

successful install the driver, a com port will show in the system device manager:
% T T s — - —

R EfEA) EEN) FEE)H)

@5 ]

4 é edwin-PC
I -§) Blustooth FTEEREM &
> IDE ATA/ATAPI 55158
b ¥ Jungo
> [ aEE
s EEIER
b 4 Eits
473 g0 (COM #1 LPT)
. |5 USB-SERIAL CH340 (COM3) |

After install the driver, start Arduino and we will be able to use the board Arduino UNO and
corresponding COM port to program UNO now.

LoR.aReceiver | A
File Edit Sketch [Tools| Help

Auto Format Cirl+T
Archive Sketch
LoRaReceiver Fix Encoding & Reload
#include <SPL.h Serial Monitor Ctrl+Shift+M
#include <LoRa.l Serial Plotter Ctrl+5Shift+L
void setup () { WiFi101 Firmware Updater
Serial. begin(
while (ISerial Board: "Arduino/Genuino Uno” »
Port: "COM9" 3
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We can enable compilation and upload in Arduino = File = Preference. This will help us in
debug.

File Edit Skel Preferences — _—

Settings | Net'ork|

LoRaRece Sketchbook location:

#include <SP C:'Users'edwin'Documents' Arduine

#include <Lo Editor language: English (English) x|
void setup () Editor font size: 12
Serial. heg f—Frbwrfn e - e—+ ey es restart of Arduine)
while (IS

Show werbose output during: compilation upload

2.1.2 Install LoRa Library for Arduino

In our examples, we will use two different LoRa libraries for End Node to build different type

of LoRa network. They are:

»  Arduino-LMIC : LoRaWAN library to configure the End node as a standard LoRaWAN end
node.

»  LoRa-raw: This is a simple library for LoRa transmit & receive, all data transfer without ID
control, encryption. If user wants to develop a LoRa network with private LoRa protocol,

he can modify base on this Library.

We also need to install some libraries to connect to different sensors:
»  DHTIib: This is the library to use DHT11 temperature & humidity sensor.
»  TinyGPS: Library for LoRa GPS Shield to get the GPS data.

Download all above libraries and put them in the Arduino = Libraries directory

rare » arduino-1.8.5-windows » arduino-1.8.5 » libraries » - | ‘1>| | HEE braries
BEIET v HEE v FETHs =
“ =& e ottt E-Sitl Foh
= & . Adafruit_Circuit_Playground 2017/7/18 23:21 ==
[ arduino-Imic 2018/12/28p0:16  wit= |
. arduino-LoRa-master 2018/11/12|20:58 rig=E
| Bridge 2016/8/25 17:20 prg==—
£3 i | Esplora 2015/5/20 17:10  Zrfgsk
ne | Ethernet 201771042 15:37 ITiE
) Firmata 2017/3/19 0:47 i
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2.2 Prepare for LGO1-N Gateway
In LoRa loT Kit v2, we use LGO1-N as LoRa Gateway. Unlike LGO1-P in v1 kit, the LGO1-N has

its own LoRa utility and not need to program it via Arduino. Since we need to connect to
Internet loT Server, we need to configure the LGO1-N to have internet access.

2.2.1 Configure LGO1-N for internet connection.

Below steps show how to set up LGO1-N to use WiFi for internet access.

Step1l:
Connect PC to LGO1-N’s LAN port via RJ45 cable and set up PC Ethernet port to DHCP.

PC will then get IP from LGO1-N. The ip range is 10.130.1.xx
Use browser to access the LGO1-N via IP 10.130.1.1. (Recommend use Chrome here)

User can also connect to the wifi AP network from LGO1-N, the wifi password is dragino+dragino.

Step2:
Open a browser in the laptop and type
http://10.130.1.1/cgi-bin/luci/admin

User will see the login interface of LGO1-N.

The account for Web Login is:
User Name: root

Password: dragino

4 3 dragino-168ch0 - LuCl X \
&« € | [1 10.130.1.1/cgi-bin/luci/admin

dragino-168cb0

Authorization Required

Please enter your usemame and password.

Usemnmame | root root I
Password | seseees dragino I

@ Login @ Reset

DRAGINO TECHNOLOGY CO., LIMITED

Step3:
In network -> Wireless, select radio0 interface and scan.
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2+ Logout AUTO REFRESH ON

radio0: Master "dragino-1b8283"

Wireless Overview

Generic MAC80211 802.11bgn
Channel: 11 (2.462 GHz) | Bitrate: ? Mbit/s

SSID: dragine-1b8288 | Mode: Master i |
0%
- BSSID: A3:40:41:18:82:88 | Encryption: None D £ RELDTEE J

@ radio0

Step4:
Select the wireless AP and join the wifi network:

dragino—1 b8288 Status~ System ~ Network ~  Service Logout AUTO REFRESH ON

Join Network: Wireless Scan

Signal SSID Channel Mode BSSID Encryption

4l 100% dragino-office 8 Master 50-642B-1A:B8:4D

Join Network

Jil 84% ChinaNet-gLnb 2 Master A429:.40:66 F4ET

dragino-1b8288 Status 1 Senvice Logout

Joining Network: "dragino-office"

Replace wireless configuration [

(@ Check this option to delete the existing networks from this radio

WPA passphrase | |ssesssssssnn =

@ Specify the secret encryption key here.

Name of the new network | wwan

@ The allowed characters are: 2-2, -z, 0-3 and _

Create / Assign firewall-zone |: -

(@ Choose the firewall zone you want to assign to this interface. Select unspecified to remove the interface from the associated
zone or fill out the create field to define a new zone and attach the interface to it

Back to scan results @

Step5:
In network->wireless page, disable WiFi AP network. Notice: After doing that, you will lose

connection if your computer connects to the LGO1-N via its WiFi network.
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dragino-1b8288

NSAVEDCHANGESH AUTO REFRESH ON

radio0: Master "draginc-1b8288"

Wireless Overview
Generic MAC80211 802.11bgn

dio0
& radio Channel: 11 (2.462 GHz) | Bitrate: 2 Mbit's
0% $SID: dragine-1b5258 | Mode: Master
o
= BSSID: AS:40:41:1B:82:88 | Encryption: None
0% S$5ID: dragine-office | Mode: Client

BSSID: 50:64:28:1A:B5:4D | Encryption: -

Associated Stations

Network MAC-Address Host

Signal / Noise

No information available

(Note: make sure click the Save & Apply after configure)

Restart Scan ‘ Add |

Ed Il | Remove |

Disable

RX Rate / TX Rate

After successful associate, the WiFi network interface can be seen in the same page and see

LGO1-N get the ip from the uplink router.

dragino-1b8288

AUTO REFRESH ON

WAN WWAN LAN

Interfaces

Protocol: Static address
LAN Uptime: 2h Om 4s.
MAC: A3:40:41:1B:82:8B

épb(,-ﬁ.;r?) RX: 1.40 MB (13346 Pkis ) Restart Stop Edit Delete
TX: 2.79 MB {10321 Pkis.)
IPv4: 10.130.1.1/24
o Protocel: DHCP client
WAN
s MAC: A5 4041 18 82 8A Restart Stoy Edit . Delete .
eff% RX: 4.30 MB {51840 Pkis.) P
TX: 55.77 KB (429 Pkis_)
Protocel: DHCP client
TS Uptime: Oh 6m Bs
WWAI
MAC: AB:40:41:1B:82:88 Restart Sto '7[]&@& ]
RX: 549.358 KB (5659 Pkis.) P l J

Client "drag-in o-office”

TX: 14.90 KB (94 Pkts.)
IPv4: 10.130.2.169/24

Add new interface... .

I
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2.2.2 Download putty tool to access LGO1-N via SSH
It will be helpful to see the LGO1-N inside Linux system to understand the data flow and

debug.

User can access to the Linux console via SSH protocol. Make sure your PC and the LGO1-N is in the

same network, then use a SSH tool (such as putty) to access it. Below are screenshots:

{#2 PuTTY Configuration

Category:

= Session Basic options for your PuTTY session

: I_.ogging Specify the destination you want to connect to
=) Terminal o o _
H KE'YbDaI'd im[oki Q Jogres []1
Bel IP address: IP address of LGO1-N
- Features
= Window Port: 22
: Appearance
i~ Behaviour User Name: root
Input device's IP .
P Port:22 i Password: dragino (default)
i Type: SSH fautt Settings Load
Save
Preogy
Delete
Close window on exit:
Always MNever @ Only on clean exit
About | Open | | Cancel |

After log in, you will be in the Linux console and can input commands here.

So we have prepare what we need and let’s go for the examples!
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3 Example 1: Test a LoRaWAN network

This example describes how to use LG0O1-N, LoRa Shield & LoRa GPS Shield to set up a LoRaWAN

network and connect it to TTN LoRaWAN Server. It also shows how to use external application

server to monitor / manage the LoRa Nodes.

LoRaWAN mode:
Use LGOTN / OLGO1N as a LoRaWAN gateway* to forward packet to LoRaWAN loT Server

LoRa End Node Downlink 5

Forward via Internet—p>

v Downlink via Internet

-

LoRaWAN
loT Server
Uplink~ [GOIN / OLGOIN

o B tilink LoRaWAN mode

P

LoRa End Node

Operate Principle:

> LGOTN/OLGO1N running packet forward and will forward the uplink LoRa packet from end node to LoRaWAN server.
> It will also forward downlink LoRa packet from LoRaWAN server to end node.

> The end node can use OTAA or ABP mode in the LoRaWAN protocol.

Limitation:

> The LGO1 only support one LoRaWAN frequency for uplink. So the end node should be set to fix frequency.
> If end node use muliply frequencies to transfer, The LGO1 will only be able to receive the same frequency set in LGOTN.
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3.1 Typology and Data Flow
The network topology and dataflow for the example is as below:

Topology for Thethingsnetwork Connection:

Forward via Internet 44— [nternet =P

- "“::,(ﬂ( Downlink via Internet THE THINGS cayenne
NETWORK Application Server
LGOTN LoRa Gateway LoRaWAN
=
A ‘ Network Server . — .
1ox I x! LoRaWAN* ™
= =
= 1 S
Ell =] sl o
=H [s] o : (=]
i S 1
[ -
: :

-Network Server response the MAC control / device managment for LoRaWAN &

[ o - raw dala storage.
7% 3 -Application Server in charge for deficate application for different needs
-:),. -A LoRa device can be connected to multiple application servers.
L
B *This is a limited LoRaWAN netwark(Single Channel)

PC to monitor data flow

In next section we will start to configure for this example.
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3.2 Create a gateway in TTN Server

Step 1: Get a Unique gateway ID.

Every LGO1-N has a unique gateway id. The id can be found at LoRaWAN page:

dragino-1b6fc4  Siaws - em~ Nework+ Semice~ Logout

LoRa Gateway Settings

Configuration to communicate with LoRa devices and LoRaWAN server

LoRaWAN Server Settings

Service Provider

Server Address

Server Port

The Things Network hd
tin-router-eu v
1700

Gateway 1D

a840411b6fc44150

Mail Address

Latitude

Longtitude

RadioMode

dragino-1b6fcd@dragino com

2273

1423

Afor RX, B for TX v

The gateway id is: a840411b6fc44150

Step 2: Sign up a user account in TTN server

N
‘ COMMUNITIES LABS LEARN FORUM SHOP Hiedwin [ .
st »

ale

THE THINGS

NETWORK

BUILDING A GLOBAL INTERNET OF
THINGS NETWORK TOGETHER.

Learn More

_A 1.
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Step 3: Create a Gateway in TTN

HINGS CONSOLE
WORK coumumty sorTion

pport 'odwm
" Hi, edwin!
This is where the magic happens. Here oteprations
~\
APPLICATIONS GATEWAYS

MIFE) SRR EEV) msls) BEHs) L=y #EiH)

a The Things Network Conscle X |15+
(&« = C @ () d@ hitps://console thethingsnetwork.org/gateways/re B2 80% e | | Qo EE I &
IR st

‘\\ THE THINGS Ecc.?,!fis.g';fm.. Applications  Gatev

Gateways - Register

Gateway EUI

The EUI of the gateway as read from the LoRa module

Put the Gateway ID here |—> ‘AS 40 41 1b 6f c4 41 50

Must use legacy packet —_— I'm ysing the legacy packet forwarder
forward I -

stedt this if you are using the legacy Semtech packet forwarder.
Description
A human-readable description of the gateway

LGD2-Gateway-1

Freguency Plan
The frequency plan this gateway will use
. Europe 8468MHz |
Choose the right frequency /
plan and router

\ Router

The router this gateway will connect to. To reduce latency. pick a router that isin a region which is elose to the location of the gateway.
ttn-router-eu

After create the gateway, we can see the gateway info, as below, the Status shows “not
connected” because the LGO1-N doesn’t configure to send update status yet.
GATEWAY OVERVIEW

£y settings

Gateway ID  eui-a840411b

Description LG02-Gateway-1

Owner t edwin 2 Transfer ownership

I Status not connected |

Frequency Plan Europe S465MHz
Router ttr-router-eu

Gateway Key =

Dragino Single Channel LoRa IoT Kit v2 User Manual ---2020-Nov-24
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3.3 Configure LGO1-N Gateway

3.3.1 Configure to connect to LoRaWAN server
We should configure the LGO1-N now to let it connect to TTN network. Make sure your LGO1-N
has Internet Connection first.

Step1l: Configure LGO1-N to act as LoRaWAN forwarder mode

dragino-‘l 893c4 Status ystem Network Service Logout

Single Channel LoRa Gateway

Configuration to communicate with LoRa devices and LoRaWAN server

LoRaWAN Server Setti ngs

loT Service LoRaWan/RAW forwarder v

Debug Level Little message output v

Step2: Input server info and gateway id

Choose the correct the server address and gateway ID.

dragino-1 b8288 Status »  System ~  Network -

LoRa Gateway Settings

Configuration te communicate with LoRa devices and LoRaWAN server

LoRaWAN Server Settings

Service Provider | The Things Network v

Server Address | tin-router-eu v

| Server Port 1700 |

cateway ID | asaos I

Mail Address | edwin@dragino.com

Latitude 2273

Longtitude 11423

Check Result
After above settings, the LGO1-N will be able to connect to TTN, as shown in below:

GATEWAY OVERVIEW

Gateway ID eui-as4(}411b-

Description L-Ofﬁoe-ﬁés
Owner ? edwin X Transfer ownership
Status - connected
Frequency Plan Europe S68MHz

Router ttn-router-eu
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3.3.2 Configure LG01-N’s LoRa Radio frequency
Now we should configure LGO1-N‘s radio parameter to receive the LoORaWAN packets. We are

using 868.1Mhz and other parameters as below:

Radio Settings

Radio settings for Channel

Frequency (UnitHz) 863100000

Spreading Factor | SF
Coding Rate A5

Signal Bandwidth 125 kHz

Preamble Length
1@ Length range: 6 ~ 65536

LoRa Sync Word 52

1@ Value 52(0x34) for LoRaWAN
Encryption Key
This parameters set is for uplink (receive data for LoRa End Node).According to LoRaWAN spec,

the downlink radio parameters frequency is defined by network server (TTN). LGO1-N will adjust

downlink parameters according to info from TTN.
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3.4 Create LoRa Shield End Node

3.4.1 Hardware Connection

Flame sensor

VCC<...>ICSP(5V) Relay
(In the top, right VCC<...>Vin
corner of ICSP) GND<...>GND
GND<...>GND IN<...>D4
DO<...>D3 N, N
N Y
SR -~
NN ]
\\ ‘\
X g S .
VCC<...>5V S S
| DAT<..>A0 | ) R
" 1GND<...>GND R RN RS

There are three sensors connect to the LoRa Shield + UNO. These sensors are flame sensors,
DHT11 (Temperature & Humidity sensor) and Relay. Please use the connection as we show in the
photo.

Note: There is a trick in above connection, the relay connects to VIN. In this case, The UNO can only be power via

USB port. If user need to power via DC power adapter, please use another 5v pin to power the relay.

3.4.2 Set up OTAA device in TTN and upload sketch to UNO
Here we set up the LoRa Shield + UNO as an OTAA device in TTN. We will tell the difference of
OTAA and ABP mode later.

Step 1: Create an OTAA device in TTN server -- > Application page.

CONSOLE Applications Gateways Sup|
COMMUNITY EDITION
Applications = dragino_test_application1
APPLICATION EUIS £% manzze euis
< = 78B3D57E FO @@ 46 18 B

DEVICES

ce | ¢ manage devices

E 5 registered devices
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¢ dragino_test_application1 Devices £ otaa-device-1 Settings

Device EUI
The serial number of your radio module, similar to a MAC address

= AB 40 41 12 34 56 78 %0

Application EUI

70B3D57EFO0046 18

Activation Method

App Key
The key your device will use to set up sessions with the network

= €39 1593 AD 55 1A B3 2F 31 25 B6 JA F5 74 1D

For this device, set up to use Cayenne payload, so TTN can parse the sensor data properly.

Overview Devices Payload Formats Integrations Data Settings

PAYLOAD FORMATS

Payload Format
The payload format sent by yvour devices

Cayenne LPP

Step 2: Modify the LMIC library
To use LoRaWAN with LGO1-N, we need to modify the LMIC library to support single channel

mode.

Find the Arduino LMIC install path in Arduino library. Before compiling the code, user needs to
change the Frequency Band to use with LGO1-N. The change is in the file
arduino\libraries\arduino-Imic \src\Imic\config.h. Changes are as below:

#define CFG_eu868 1
{/#define CFG us915 1 Choose the Frequency Band, same as in

fffdef:}ne CFG_au%21 1 LoRaWAN server
//#define CFG_as923 1

//#define CFG_ing66 1

#define LGO2_LGO1 1 uncomment this for LG01 / LG02

//US915: DR_S5F10=0, DR_SF9=1, DR_SF8=2, DR_SF7=3, DR_SF8C=4

/i DR_SF12CR=8, DR_5F11CR=9, DR_SF10CR=10. DR SF9CR=11. DR SF8CR=12. DR SFTCR
J#if defined(CFG us915) && defined(LG02_LGO1) LG02_UPFREQ:End Device Uplink Frequency

// CFG_us915 || CFG_as923 LG02_DMNWFREQ:End Device Uplink Frequency

#define LGO2_ UPFREQ 902320000 LG02_RXSF: End Device Uplink (transmit) SF

#define LGOZ_DNWFREQ 923300000 LG02_TXSF: End Device Downlink (receive) SF

#define LGO2_RXSF 3 // DR_SF7

#define LGO2_TXSF 8 // DR_SF12CR The TXSF is now set to default value:

#elif defined(CFG_eug68) && defined(LGO2_LGO1) US915/AS923 : 923300000 , SF12BWS00

// CFG_eu868 EUB6S: 869525000, SF12BW125

//EUS6€8: DR_SF12=0, DR_SF11=1, DR SF10=2, DR SF9=3, DR_S5F&=4, DR_SF7=5, DR SF73=1, DR _FSK, DR_NONE
#define LGO2 UPFREQ 868100000

LGO2_DNWFREQ 869525000

LGO2_RKSF s // DR_SE7

LGO2_TKSF 0 // DR_SF12
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Step 3: Input keys in Arduino Sketch and upload to device.

The sketch for this example is lora_shield cayenne and ttn-otaaClient.ino. Download and open

it, we need to modify the keys to match the keys in TTN. Get Device EUI/Application EUI & APP
Key from TTN and put them in the sketch, make sure the Device EUl and Application Key are Isb

and the APP key is msb.

ons - dragino_test_application1 Devices £77) otaa-device-1

Application ID  dragino_test application

Device ID otaa-device-1

Activation Method  COTAA

OTAA needs Device EUI, Application
Key, APP Key.
While put these keys in Arduino-LMIC
library. Make sure the Device EUl and
Application key are in Isb

Device EUl <

Application EUl <>

B

B

., 1 8xC3, 8x95, Bx15, @x93, 8xAD, @x55, Bx1A, @x83, @x2F, @x31, @x25, @xB6, @x7A,
AppKey < = @ ms | o 3 B
Device Address <> = 2568120 5E g

Network SessionKey < = @

App SessionKey < = o

#include <SPL. hi]

// This EUT must be in little—endian farmat, so least—significant-hyts
// first. When copying an EUL from ttnctl output, this means to reverse
// the bytes. For TTT issued EUTs the last bytes should be 0xDS, 0xB3,

Jf 0x70.

Input Keys in Arduino Sketch

static const ul_t PRIJGMEMlAPPEUI[S]={ 0x18, OxdB, 0x00, 0xFO, 0x7E, 0xDS, 0xE3, 0x70 }; |

woid os_getArtEui (ul_t# buf) { memcpy_F (buf, APFEUL, &):}

/f This should alsg be in Jittle endian forpat. see showe

static const ul_t [FROGMEM DEVEUL[8]={ 0x90, Ox78, Ox56, 0x34, Ox12, Ox4l, Ox40, OxAB };|

woid os_getDevEui (ul_t# buf) { memcpy_P (buf, DEVEUL, 5);}

/f This key should be in big endian format (or, since it is not reslly a
// mumber but a block of memory, endiarness dess met really apply). In
/f practice, a key taken from ttnctl can be copied as-is.

J/f The key shown here is the semtech default key

static const ul_t |PR'JGMEM APPEET[16] = { 0xC3, 0x95, 0xl15, 0x93, OxAD, 0x55, OxlA, Ox83, (x2F, 0x31, 0x25, 0xBS, OxTA, OxF5, 0x74, Ox1D }:

woid os_getDevKey (ul_t# buf) { memcpy_F(buf, AFPKEY, 16):}

Upload the code to UNO:

AU rorImide it
Archive Sketch

Fix Encoding & Reload
Serial Monitor Ctrl+Shift+M

Serial Plotter Ctrl+Shift+L

WiFi101 Firmware Updater

Board: "Arduinc/Genuino Uno” ]
Port: "COM3" >
Get Board Info

Programmer: "AVRISP mkll" »

Burn Bootloader
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Step 4: Analyze output result

From output of LoRa Node Serial Monitor, we can see it send Joining after start(TX), then get join
ACK (RX), then upload the data to TTN (TX).
L2  COMI2 (Arduino/Genuino Unoy o — i e ﬁ

%

liconnect to TTN and Send data to mydevice cayenne(Use DHT11 Sensor):
RXMODE_RSST

2 B HRHERREAE: COUNT=1 bttt st s
The temperature and humidity:

! [28.00°C, 63. 00%]

0 6024: enginelpdate, opmode=0x8

6 Packet queued
9013: EV_JOINING

10182: enginelpdate, opmode=0xc

9 196226: enginellpdate, opmode=0xc

10 196532: TXMODE, freq=868100000, len=23, SF=7, BW=125, CR=4/5, IH=0

503011: RXMODE_SINGLE, freq=868100000, SF=7, BW=125, CR=4/5, IH=0, rxsyms=255
: JaccRX1, datalen=33

515265: EV_JOINED

515290: enginelpdate, opmode=0x808

: TXMODE, freq=868100000, len=20, SF=7, BW=125, CR=4/5, IH=0

RXMODE_SINGLE, freq=868100000, SF=7, BW=125, CR=4/5, IH=0, rxsyms

B v oh0n BRE vl [ Claar mtmo

5

From gateway logread, we can see the data send from end node (txpk), dats get from

server(rxpk).

Logread Gateway Log shows TX / RX
LoRa Packet
FregINFO Report RxTxJson ErrorMSG

(TXPK): [down] {"txpk™-{"imme"false,"tmst":3667234979,"freq":868.1,"rfch":0,"powe™ 14, "modu™"LORA","datr™-"SFTBW125", "codr™."4/5" "ipol ™" true,"size™ 33, "ncrc”
Receive(HEX):20f675628bf6bad 7b13d97b2d53841c4a2c3d2b3f6784edacDeed 1c09b52aeed3?

(RXPK): [up] {"mxpk™[{"time™"2018-10-19T15:49:50 6661627","tmst": 3666685421 "chan™-0,"rfch™:1,"freq™:868.100000, "stat":1,"modu™"LORA","datr": "SF7TBW125","
Receive(HEX):20INFO

(RXPK): [up] {'=xpk"[{"time""2018-10-19T15:49.51.310837Z","tmst".: 3667330098, "chan™.0,"rfch":1,"freq".868.100000, "stat".1,"modu™."LORA","datr"."SFTBW 125"
Receive(HEX).00184600f07ed5b37090785634124140a83717b0b3a635

(RXPK): [up] {'=xpk"[{"time""2018-10-19T15:51:12.288134Z""tmst". 3748307397, "chan".0,"rfch":1,"freq".868.100000, "stat".1,"modu™."LORA","datr"."SFTBW 125",
(TXPK): [down] {"txpk"-{'imme"-false, tmst":3753307397,"freq".868.1,"rfch".0,"powe". 14,"modu”."LORA","datr"-"SFTBW125", "codr™."4/5","ipol™true, "size". 33, "ncrc”
Receive(HEX).202b875f11263b5feb06301731e6bb303649d809aebe7d2b01acd 12a8a1555b35f

(RXPK): [up] {'mxpk"[{"time""2018-10-19T15:51:16.768714Z" "tmst":3752787977 "chan™-0,"rfch":1,"freq":868.100000, "stat":1,"modu™"LORA","datr":"SFTBW125""
Receive(HEX):202b875f11263b8feb06301731e6bb303649d809aebe7d2b01acd12a8a1555b35f

(RXPK): [up] {"'mxpk"™[{"ime""2018-10-19T15:51:17 4191932Z" "tmst":3753438456,"chan™-0,"rfch":1,"freq":868.100000, "stat":1,"modu™"LORA","datr":"SFTBW 125"
Receive(HEX):40b32f01268000000169595d737e72e6ad20f6927984a9d0acda

(RXPK): [up] {'mxpk™[{"time""2018-10-19T15:61:17 529606Z" "tmst":3753548866,"chan™0,"rfch":1,"freq"™:868.100000, "stat":1,"modu™"LORA","datr":"SFTBW 125"
Receive(HEX)40b32f0126800100014c2175b7f507 1dfead622d5abdb 1c1

(RXPKY: [up] {"nxpk™[["ime™"2018-10-19T15:52:20.7264527" "tmst": 3816745715 "chan™0,"rfch™1,"freq":868.100000, "stat™1,"modu™"LORA","datr™ "SFTBW125","
Receive(HEX):40b32f0126800200013092d245bf7 1eabc672b4a%9b799a19¢ 1

(RXPK): [up] {"nxpk"[{"time""2018-10-19T15:53:24 0299027" "tmst":3880049163,"chan™-0,"rfch":1,"freq":868.100000, "stat":1,"modu™"LORA","datr""SFTBW125","
Receive(HEX)40b32f0126800300018a0022e962e280c87ed84b916191df32db

FRYDIOL Finl Pl ™I ima™")M2_1N1GT15-54-77 UR1 7" Hmet” WA AEEIRA rhan™N "ok 1 "Fran™26R 100NN "etat"1 "madi™1 NDA" "ok "QETRINAIE"

In TTN-Gateway page, we can also see the traffic.

(D) @& https://consolethethingsnetwork.org/gateways/eui- B 90% o | Qo EE I ® 1
TTN Traffice Page shows the o
'?”ﬁg device status Applications Gateways

Gateways & eui-aB4D411b6Fb04150 Traffc

TTN Send a Join reply. LoRa

a 23:56:34 8681 lora 4/5 SF7 BW125 617 End node must get this packetiz=- 26 bytes
Immeditely send a Uplink to finish Join. The frquency
4 23:55:30 8681 lora 4/5 message after join success shows use 868.1Mhz ize. 26 bytes
frequency, must be the same =
~ 235427 8681 lora 4/5 SF7 BW125 617 as the "LG02_DNWFREQ" in . 26 bytes
Lmic config.c file p———— =
a 23:53:24 8681  lora 4/5 SF7 BW125 617 e ) EEiEL k=
A 23:52:20 8681 lora 4/5 SF7 BW125 617
| A 2351:17 8681 lora 4/5 SF7 BW125 617
| 23:51:16 868.1 4/5 SF7 BW125 719
| 23:51:12 868.1 4/5 SF7 BW125 617
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Note: The LGO2_DNWFREQ value in Arduno_LMIC/src/Imic/config.h should match downlink frequency from TTN.

TTN shows 868.1 here, So LGO2_DNWFREQ should be 868100000

After success Joined, we can see the data in the device page:

APPLICATION DATA

uplink  downlink activation ack
Filters
time counter port
4 11:57:36 a8 1
- 11:56:33 7 1
4 11:55:30 ) 1
a 11:54:28 5 1

error

payload: 0167010E02687C030101

payload: 01 67 010E 02 687A030101

payload: 0167011802 6878030101

payload: 0167011802 6876030101

digital_out_3: 1
digital_out_3: 1
digital_out_3: 1

digital_out_3: 1

Il pause W
relative_humidity_2: 62 temperature_1: 27
relative_humidity_2: 61 temperature_1: 27

relative_humidity_2: 6@ temperature_1: 28

N
&
&\4'-_-;

relative_humidity_2: 59 temperature_1

3.4.3 Configure to connect to Mydevices Application Server

In TTN, we can see the raw data, now we try to connect it to the application server.

Step 1: Add Mydevice in Application page

Applications : lsn50-test111 Integrations

INTEGRATIONS

. MyDevices

Il

L_t%‘,\: Data Storage

- -

J

‘\\ THETHINGS CONSOLE
NETWORK COMMUNITY EDITION
Applications Isn50-test111 Integrations

N

EVRYTHNG

L)

myDevices

MyDevices

Overview
N
ﬁ OpenSen

OpenSensors

TTN Mapper

Devices Payload Formats ntegrations Data Settings
/' e
N
IFTTT Maker
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Applications 4 lsn50-test111 Integrations

ADD INTEGRATION

MyDevices (v2.6.0)

» Quickly design, prototype and commercialize loT solutions with myDevices Cayenne
myDevices

Process ID
—*  IsnS0
Access Key

default key

el
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Step2: Log in Mydevices account and add devices.

Cayenne S ) 3! N B

CRMBMBB SubritProject Community Docs  User M
Add new... /

. ® o
@ado  Octilty Y& cerlink . worior
citykinect
3 Oragino LT-33222-LL.. !
S Dragino Technology Lo...
= ) s
S Dragino Technology Lo o Y - )
Objeniols S Ortivise » SaceMcoM semiecH & Senet
pixelnet

2
“.ii:SenRa * Spark™ iot asmssa:nm X-TELIA

THE THINGS
NETWORK

B o] % & =
“+Create new project ERERRRN s.icitproiect Community Docs  UserMe

Single Board Computers 0
-

© Dragino LT-33222-L L.

MicraControllers !
3 Dragino Technology Lo.

Sensars
Actuators
Extensions

LoRa
Acklio
Actility
CityKinect
Everynet
Kerlink
Loriot

Obienious

Add DevEUI of the End node

Enter Settings

- Dragino Technology
L Development Kit

E ! i Development Kit

This device uses Cayenne LPP

Dragino Technology Development Kit
/

DevEUI your DevEUI

Already Registered v
Tracking

This device doesn't move v

V4
Independence, KS 67301%[3‘ ‘
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After above steps, we can now the sensor data in Mydevices:

@ [iad - &
Createfpp | SubmitProject  Community  Docs

+ Create new project

Dy Te Kit
IR overview  EData b “mmm &

Z RSSI SNR Temperature (1) Humidity (2) Digital Output (3) Digital Input (4)

diom | W1050 §2300 45200 @ M)

© DraginoLT-33222-L L.

S Dragino Technology D Location

S Dragino Technology Lo, <

. ¢ “ b - < Jan17 0@@ 4 ra
8 Dragino Technology Lo ] EEEE i .

&
g,
o

o,

v.v'“

Dragino Single Channel LoRa IoT Kit v2 User Manual ---2020-Nov-24 25 / 58



& ormAGINO

www.dragino.com

3.4.4 Use downlink message to control relay

We can use either TTN or Cayenne to control the relay.

Control relay via TTN:

The string for ON is: 03 00 64 FF
The string for OFF is: 03 00 00 FF

In put above value in the TTN Downlink payload, we can see the relay can switch between

different states, since we are in Class A, the downlink will only happen after each uplink.

‘\ THETHINGS CONSOLE
NETWO

R K COMMUNITY EDITION

Applications lora-shield Devices
DOWNLINK
Scheduling
replace first last
Payload
bytes fields 03 00 &4 FF

) THETHINGS CONSOLE
NETWO

R K COMMUNITY EDITION

Applications

lora-shield Devices

APPLICATION DATA

Filters

Send downlink & 11:40:58

success and reply

downlink activation

39 1

38 0

37 1

—) shield-otta

ack

Al

§7=) shield-otta

FPort

Data

error

0167 00E602 68 58030101040001 vital

lora-shield

id: 0300 64 FF

d: 0167 00 E6 02 68 58030100040001 tal

id: 0300 64 FF

ication: Gateways

Q linsongx

# Confirmed

~

Overview

Relay is on

[ ]

Relay is off
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Control relay via Cayenne
In Cayenne, just click the digital output button, it will auto send out the command strings: ON: 03

00 64 FF, OFF is: 03 00 00 FF

+ Create new project Crestafipp SubmitProject  Communit ity Docs User

L ] %‘

Dragino Technology Development Kit g

Overview
= Soata Network: The Things Network
RSS! SNR Temperature (1) Hurmidity (2) Digital Output (3) Digital Input (4)
— ¢
ilssoo | w950 | 82300 #4600 N-)
S Dragino LT-33222-L L
S Oragino Technology De. Location The Relay is off,if
5 Dragino Technology Lo. — FF::SFhE 0
- - PET utton,the icon wil ra
HE BPERE belitup ‘A
2 °
-]
&z
&
&
‘§é’
&
&

Cayenne will pass the string to TTN and TTN will show as above. In the serial monitor of End

Node, we can see below output if downlink string arrives:

[25.00°C, 66. 00%]
19 static const ul_t PROGMEM APPSKEY[3955087: engineUpdate, opmode=0x908

50 3957856: TXMODE, freq=868100000, len=23, SF=7, BW=125, CR=4/
51 LoRaWAN end-device address (D4/Packet queued

52 static const u4_t DEVADDR = 0x26({4012411: RXMODE_SINGLE, freq=868100000, SF=7, BW=125, CR=4/¢
53 4022496: Received downlink, window=RX1, port=1, ack=0

54 // These callbacks are only used|{4022541: EV_TXCOMPLETE (includes waiting for RX windows)

55// left empty here (we cannot leff{Received :

56 // DISABLE_JOIN is set in configfl{3 0 64 FF

57 void os_getArtEui (ul_t* buf) { jiSet pin to HIGH.
58 void os_getDevEui (ul_t* buf) { }|4028292: engineUpdate, opmode=0x810

59void os_getDevKey (ul_t* buf) { }}4030903: TXMODE, freq=868100000, len=12, SF=7, BW=125, CR=4/
60 4085487: RXMODE_SINGLE, freq=868100000, SF=7, BW=125, CR=4/%
4124275: RXMODE_SINGLE, freq=869525000, SF=9, BW=125, CR=4/%
: EV_TXCOMPLETE (includes waiting for RX windows) E

: enginelUpdate, opmode=0x900

iil »

BE v 9600 BH®E v | Clear output
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3.4.5 Test with Interrupt

The temperature & humidity in this example are updated periodically (once several
minutes/hours), in some case, we need to update the data once an action is happen. So we need
to use interrupt.

The DO pin of Flame sensor is high in normal case. While it detects a flame, this pin will become
low and act as an external interrupt for Arduino. The Arduino UNO will then immediately upload

the temperature and humidity to TTN

) THETHNGs CONSOLE Applications  Gateways  Support W linsc
Applications &3 lora-shield Devices §) shield-otta Data
Overview Data Settin
APPLICATION DATA Il pause W c
The flame sensor
uplink  downlink activation ack error interrupt
Filters
time counter  port
A 11:29:51 6 1 payload: 0167 00 E602 68 5A03010004 0001 | digital in 4: 1 digital out 3: & relative_humidity 2: 4t
»
- 11:29:28 5 1 payload: 0167 00 E6 02 68 5A03 0100040000 | dig 4: 0| digital_out 3: @ relative_humidity 2: 45
»
A 11:29:21 4 1 payload: 0167 00E602685A030100040001  digital_ir 1 digital_out_3: @ relative_humidity_2: 4¢
»
& 11:28:58 3 1 payload: 01 67 00 E6 02 68 5A03 010004 0000 tal_out 3: @ relative_humidity_2: 45

Then we can see on the cayenne:

RSS! SNR Temperature (1) Humidity (2) Digital Output (3) Digital Input (4}

Have fire,the
M..) ———& DO pin of flame
sensor is low

8 Oagnolr-33222
8 Oragino Technology De.

3 Dragino Technology Lo

wE  EEEG a7
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3002238: enginelpdate, opmode=0x908
d setup() {

i Have fire, the tem##sssszsssg COUNT=6 fadetttittits b
231 Serial. begin(9600) ; [The temperature and humidity:
232 while(!Serial); |[23.00°C, 45. 00%]
233 Serial. println(”Connec %3003454: enginelpdate, opmode=0x108
Haveerature is send
235 pinMode (ctl_pin, OUTPUT)||##858HEERES COUNT=7 HHHHG T

23¢ pinMode (flame_pin, INPUTIThe temperature and humidity:

237 attachInterrupt (1, fire, J§[23. 00°C, 45. 00%]

238 3010302: enginelpdate, opmode=0x108
239 #ifdef VCC_ENABLE
240 For Pinoccio Scout h}{3109920: enginelUpdate, opmode=0x108

241 yinMode (VCC_ENABLE, OUT||3110383: TXMODE, freq=868100000, len=26, SF=7, BW=125, CR=4/5, IH=0

Have fire, the temperature is send

3205524:
3269940
3269986

3166736: RXMODE_SINGLE, freq=868100000, SF=7,
RXMODE_SINGLE, freq=869525000, SF=9,

BW=125, CR=4/5, IH=0, rxsyms=25:

5
BW=125, CR=4/. IH=0, rxsyms=255

EV_TXCOMPLETE (includes waiting for RX windows)

engineUpdate, opmode=0x900

3.5 Create LoRa/GPS Shield End Node

3.5.1 Hardware connection

The method to use LoRa/GPS Shield is similar with LoRa Shield. Below is the hardware connection
of LoRa GPS Shield.

r

LoRa Node<...>GPS shield
GPS_RX<...>D3
GPS_TX<..>D4

3.5.2 Set up ABP device in TTN and upload software to UNO
In LoRa Shield, we set up OTAA for connection. In this example, we will try ABP mode.

Step 1: Create an ABP device in TTN server -- > Application page. And change it to ABP mode.
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CONSOLE Applications

COMMUNITT EDITION

Applications = dragino_test_applicationl

APPLICATION EUIS

<» = 7BB3DSTEFO@04618 B

Gateways  Sup)

{3 manage euis

DEVICES £} manage devices

E 5  registered devices

Applications < draging_test_application1 Devices &:f\ edwintestl Settings
Overview Data
DEVICE SETTINGS SETTINGS
I General I
! Description

. A human-readable description of the device
Location

Device EUI
The serial number of your radio module, similar to a MAC address

= 00 BA DE AD 36 70 68 72

Application EUI

70B3D57EFO 00 46 18

Activation Method

= - |

Step 2: Input keys into Arduino Sketch.
The sketch for the LoRa /GPS Shield is LoRa GPS Sketch code

£ edwintestl

—

Applications < dragino_test_application1 Devices

Settings

TTN LoRaWAN End Device page

Application ID  draging_test applicationl

Device ID edwintestl

Activation Method ~ A3P Make sure the Network

Device EUl <> = BOBADE AR 367868 72 5]

Application EUl <> 78 B3 DS 7EF@ @0 46 18 B

1]

Session Key and App Session

Key are in MSB order

| Device Address <> = 26811C 22 5]

y o

M

| Network Session Key <> . +‘ msh 1 |ex0A, @xEA, 8xDB, 8x93, 8x@6, 8xE3, @x2B, 8x73, 8xDD, 8x54, 8x7B, @x8B, @xFF, B
= | | L

- .. 1 |exB6, @xB7, @x5B, @xB5, @xE4, OxCE, @x48, @xA2, @xA3, OxEE, ©x7B, @xDF, @xDC,
| App SessionKey < = +$ msa " | > B
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Sinclude nic.h> Arduino Sketch ttn-abp

#include <hal/hal. h>
#include <SPI. h>

Input the keys from TTN

J// LoRaWAN IwlSKey, network session Ley

/i This is the default Semtech key, which is used by the early prototype IIN
S network.
static const PROGHEM Iul_t TWKSKET[16] = { Ox94 OxEA, 0xD0, 0x93, 0x0B, 0xE3, 0xZB, 0x73, 0xDD, Ox54, Ox7B, Ox8E, OxFF, OxIC, 0x20, OxF9 }: |

/i LoRaWAN AppSKey, application session Ley

/i This is the default Semtech key, which is used by the early prototype IIN
S network.
static const ul_t PRIJGMH{ APPSKET[16] = { OxBS, Ox07, 0xSB, 0xBS, OxE4, OxCE, Oxd0, 0xA2, 0xA3, OxEE, Ox7B, OxIF, 0xDC, 0x23, OxOE, OxZE }: |

// LoRaWAll engd-
static const fud_t DEVADDR = 0x26011C22 ; //|<—- Change this address for every node!

Choose Arduino UNO to upload the sketch to LoRa GPS Shield and UNO
AU FOTImae LT
Archive Sketch
Fix Encoding & Reload
Serial Manitor Ctrl+Shift+M
Serial Plotter Ctrl+Shift+L

WiFi101 Firmware Updater

Board: "Arduino/Genuina Uno" »
Port: "COM3" »
Get Board Info

Programmer: "AVRISP mkll” H

Burn Bootloader

All other steps are similar with how we use with LoRa Shield.

Below are the outputs for reference:

Output from LoRa GPS Shield:
T o e 0 e

X W BE (8 BR

"',_: / The kev shown he}/803657: engineUpdate, opmode=0x808
69 static const ul ¢ P(809092: TXMODE, freq=868100000, len=24, SF=7, BW=125, CR=4/5, IH=0
64/void os getDevKey 867344: RXMODE_SINGLE, freq=868100000, SF=7, BW=125, CR=4/5, IH=0, rxsyms=255
65 906132: RXMODE_SINGLE, freq=869525000, SF=9, BW=125, CR=4/5, IH=0, rxsyms=255
- . 5 970667: EV_TXCOMPLETE (includes waiting for RX windows)
66 static osjob_t send|
. 971317: enginelUpdate, opmode=0x900
ofl ' FRATAREAREe | NO. 1 RAORRIRATAR
68/ \cheduls TX evel The longtitude and latitude and altitude are:
69 cycle limitation [114. 21, 22. 72, 120. 30]
70 const unsigned TX_INzresgss: enginelUpdate, opmode=0x908
71 4791947: TXMODE, freq=868100000, len=24, SF=7, BW=125, CR=4/5, IH=0
72// Pin mapping Packet queued !
73 const lmic_pinmap 14850199: RXMODE_SINGLE, freq=868100000, SF=7, BW=125, CR=4/5, IH=0, rxsyms=255 |
= 4888923: RXMODE_SINGLE, freq=869525000, SF=9, BW=125, CR=4/5, IH=0, rxsyms=255
4953334: EV_TXCOMPLETE (includes waiting for RX windows)
4953379: enginelpdate, opmode=0x900
JEmhem B - aana RS - Plaaw m.vnmv
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Upload GPS data to TTN:

D) THETHINGS CONSOLE
NETWORK

COMMUNITY EDITION

support Y lins

Applications Gateways

Applications > &3 lorashield > Devices > ) gps-shield-otta > Data

Il pause @ ¢

APPLICATION DATA

uplink  downlink activation  ack error
Filters
time counter port
a 17:54:23 5 1 payload: 03880377 A5116D4CO02E FE gps Jaltitude: 120.3 gps 3latitude: 22.7237 gps 31
a 17:53:19 4 1 payload: 038803 77A5116D4C002E FE gps_3altitude: 120.3 gps 3latitude: 22.7237 gps_3longitude: 1
a 17:52:15 3 1 payload: 0388 03 77 A5 116D4C 00 2E FE 120.3 gps_3latitude: 22.7237 gps_3)
a 17:51:12 2 1 payload: 03880377 A5116DA4C00 2E FE  gps 3altitude: 120.3 gps 3latitude: 22.7237 gos 1
7:50:08 1 1 payload: 038803 77A5116D4C002E FE gps_3altitude: 120.3 gps 3latitude: 22.7237 gps_3longitude: 114.2092
Output in Cayenne:
) e L)
Cayenne + Create new project CrosteMpp | SubmitProject  Community

I overview .hh

RSS! SNR

all-102.00 will9.80

Dragino LT-33222-L L

g
S Dragino Technology De.. it
1
GPS (3]
S wE  DEEG < _dm o
9 Grs(3) & T
® Location
%P
alll RSS!
&
alll SNR g
= ©
S Dragino Technology Lo ] s
- ’ : é
o
u S
S IS
N &
3 S
1,?‘__
m +
X
bt

P ——————
x

Location

General

GPS

GPS

Physical Address

Remove
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3.6 Conclusion and limitation

3.6.1 Overview for the example
This example shows how to set up a simple LoRaWAN network with public server. The LoRaWAN
specification is for easy deploy the loT network base on LoRa wireless. It contains the encryption,

MAC control, device management etc. More info about LoRaWAN, please see this link.
There are some frequently ask points for the example:

1/ Difference between OTAA & ABP mode:

We have tested OTAA and ABP mode for LoRaWAN. They are two different modes. In OTAA mode,
we can see the device will send a join request, the loT server will send back a Join confirm with
dynamic device address, network session key and app session key. Then the device will use these
key to communicate with the LoRaWAN server. This make sure the device will only communicate
with one server.

In ABP mode, it will use the FIX device address, network session key and app session key. It
doesn’t have join process. So in theory, any server with match keys is possible to decrypt the data
from this end device.

We can see OTAA has better security than ABP mode.

2/ AES 128 encryption:
The data between end device and server are AES128 encryption. So the gateway can’t parse the

packets, it just forward them.

3/ LoRaWAN Network Server:
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A LoRaWAN network server is necessary in a LoRaWAN network for device
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control/management/data management. If user wants to build the NS, there are some open
sources LoORaWAN NS such as LoRaServer can be used. And some gateways already include
LoRaWAN NS (this is also a plan for LGO1-N).

4/ Downlink message
In this example, we use LoRaWAN Class A. The end node will open two short downlink windows

after each uplink. More info about LoRaWAN class A, please refer LoRaWAN specification.
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3.6.2 Limitations
The LGO1-N is a single channel gateway (Same for LG02). And there are limitations:
1/ It works only on one frequency at a time. It can support multiply end nodes, but all end

nodes must transmit data at the same frequency so the LGO1-N can receive it. For example: if the
End node transmits at 868.1Mhz, The LGO1-N’s RX setting must be 868.1Mhz so to receive this
packet.

2/ It works only for one DR at a time. DR specifies the Spreading Factor and Bandwidth. In

LGO1-N, even the rx frequency match , if DR doesn’t match, it still can’t get the sensor data.

3/ LoRaWAN compatible issue
In LoRaWAN protocol, the LoRaWAN end nodes send data in a hopping frequency. Since LGO1-N

only supports one single frequency, it will only be able to receive the packets sent from the same
radio parameters (frequency & DR) in LGO1-N.

For example, in EU868, a standard LoRaWAN device may send the data in eight frequencies with
different Frequency & SF, such as:

LMIC_setupChannel(0, 868100000, DR_RANGE_MAP(DR_SF12, DR_SF7), BAND_CENTI); // g-band
LMIC_setupChannel(1, 868300000, DR_RANGE_MAP(DR_SF12, DR_SF7B), BAND_CENTI); // g-band
LMIC_setupChannel(2, 868500000, DR_RANGE_MAP(DR_SF12, DR_SF7), BAND_CENTI); // g-band
LMIC_setupChannel(3, 867100000, DR_RANGE_MAP(DR_SF12, DR_SF7), BAND_CENTI); // g-band
LMIC_setupChannel(4, 867300000, DR_RANGE_MAP(DR_SF12, DR_SF7), BAND_CENTI); // g-band
LMIC_setupChannel(5, 867500000, DR_RANGE_MAP(DR_SF12, DR_SF7), BAND_CENTI); // g-band
LMIC_setupChannel(6, 867700000, DR_RANGE_MAP(DR_SF12, DR_SF7), BAND_CENTI); // g-band
LMIC_setupChannel(7, 867900000, DR_RANGE_MAP(DR_SF12, DR_SF7), BAND_CENTI); // g-band
LMIC_setupChannel(8, 868800000, DR_RANGE_MAP(DR_FSK, DR_FSK), BAND_MILLI); // g2-band

So the LGO1-N will only able to receive the 868100000, SF7 packet and will not receive others.
Means only one packet will arrive the TTN server in every 8 packet sent from the LoRaWAN end

node.

If user wants to receive all packets from LoRaWAN end node, user needs to set up the LoRaWAN

node to send packets in a single frequency.

4/ Downlink & OTAA issue

According to the LoRaWAN class A spec, the end node will open two receive windows to get the

message from LoRaWAN server for OTAA or downlink function. These two receive windows are
quite short (milliseconds), if LoRa packet from the gateway can’t reach End Node in the receive

window time, the end node won’t get the rx message and Downlink / OTAA won’t work.
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In our example, the Arduino LMIC library is modified to enlarge the RX window to let OTAA &

downlink works.
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4 Example 2: Test with a MQTT loT Server

This example describes how to use LGO1-N, LoRa Shield & LoRa GPS Shield to set up a LoRa
network and connect it to ThingSpeak loT Server.

A Video Instruction of this example can be found at this url: https://youtu.be/asoNyFYZamO

4.1 Typology and Data Flow
The network topology and dataflow for the example is as below:

Topology for ThingSpeak Connection:

MQTT via Internet =———pp»
¥ m::»:«’ﬂv MQTT via Internet

e I ThingSpeak loT Server
: v I~ RawloRa ™
= H &
& < £l §
E{ ] al <]
=} =] :): o
i S 1
[ 1
1 ]

~The data in LoRa is unecrypt
e ~The Downlink example is not yet finished
% s -The LoRa GPS Shield example is not yet finished

USB / UART Connection

s
\ 7

L

PC to monitor data flow

In next section we will start to configure for this example.
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4.2 Set up sensor channels in ThingSpeak

Step 1: Log in ThingSpeak and set up channels

QThingSpeak"‘ Channels Community upport Commercial Use  HowtoBuy  Account

My Channels
My Channel.' Watched Channels ‘\1 Help

Public Channels - .
Collect data in a ThingSpeak channel from a device,

Searcnoytag Q
from another channel, or from the web.

Click New Channel to create a new ThingSpeak
channel.

Click on the column headers of the table to sort by the
entries in that column or click on a tag to show
channels with that tag.

Learn to create channels, explore and transform data.

Learn more about ThingSpeak Channels.

Examples

* Arduino
Arduino MKR1000
ESP8266

Raspberry Pi

Netduino Plus

Upgrade
Need to send more data faster?

Need to use ThingSpeak for a commercial project?

Set up two channels:
Field 1: Temperature
Field 2: Humidity

[JThingSpeak luse  HowtoBuy

New Channel Help

Channels store all the data that a ThingSpeak application collects. Each channel includes

Name Test from the DHT11 and Flame sensor
eight fields that can hold any type of data, plus three fields for location data and one for
status data. Once you collect data in a channel, you can use ThingSpeak apps to analyze and
Description MQTT example visualize it.
Channel Settings
Field 1 Temperature .
» Channel Name: Enter a unique name for the ThingSpeak channel,
Field 2 Hurnidity . « Description: Enter a description of the ThingSpeak channel,
« Field#: Check the box to enable the field, and enter a field name. Each ThingSpeak
Field3 channel can have up to 8 fields.
« Metadata: Enter information about channel data, including JSON, XML, or CSV data.
Field 4 = Tags: Enter keywords that identify the channel. Separate tags with commas.
« Link to External Site: If you have a website that contains information about your
Field 5 ThingSpeak channel, specify the URL.
» Show Channel Location:
Field 6 . - . N
o Latitude: Specify the latitude position in decimal degrees. For example, the
latitude of the city of London is 51.5072.
Field 7
o Longitude: Specify the longitude position in decimal degrees. For example, the
longitude of the city of Londen is -0.1275.
Field8 o Elevation: Specify the elevation position meters. For example, the elevation of
the city of London is 35,052
Metadata

s Viden URL: If vou have a YouTube™ or Vimeo® viden that disnlavs vour channel
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Step 2: Get MQTT keys for these channels.
Go to Account = My profile and get the MQTT API Key

[ ThingSpeak™ channel Community

Use How to Buy Acc

your ThingSpeak apps. My Account
Edit MathWorks Account settings

* User API key is required to create and managy My Profile APIL
« MQTT API key s required to subscribe to char . — APL.
Edit MathWorks community information
— APl Requests 1

Get Channel List
ThingSpeak settings

GET https://api.thingspeak.com/channels. json?api_key=0QUSLUUOIQKX26KR

Create a Channel

Time Zone
POST https://api.thingspeak.com/channels.json
api_key=0qQ 26NR
name=ty New Chan
User API Ke!
Y Clear a Channel Feed
DELETE https://api.thingspeak.com/channels/CHANNEL 1D/ feeds.json
api_key=0QUSLULOIQKX26HR
MQTT API Key

Delete a Channel
m DELETE https://api.thingspeak.com/channels/CHANNEL 1D
api_key=0QUSLULOIQKX26NR

Update Channel Metadata

Go to channel page: get the sensor channel:
Channel ID: This is the remote Channel ID in ThingSpeak
Author: User Name for MQTT connection

Write API Key: API key for each channel

[JThingSpeak™ Community ~ Support ~

Commercial Use How to Buy Account ~ Sign O

Test from the DHT11 and Flame sensor

Remote Channel

MQTT example
y e _ User Name of MQTT Server
Author{engineerlin]
Access: Private
Private View PublicView  ChannelSettings  Sharing  APIKeys Data Import / Export
Write API Key Help

APl keys enable you to write data to a channel or read data from a private channel. API

keys are auto-generated when you create a new channel.
Key EVDKI16NV993M4XS

APl Keys Settings

« Write API Key: Use this key to write data to a channel. If you feel your key has

| Generate N L been compromised, click Generate New Write API Key.

e —s « Read API Keys: Use this key to allow other people to view your private channel
feeds and charts. Click Generate New Read API Key to generate an additional
read key for the channel.

Read API Key S « Note: Use this field to enter information about channel read keys. For example,
add notes to keep track of users with access to your channel.

Key RUBYWWIVTLU44X8M API Requests

Update a Channel Feed
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4.3 Simulate MQTT uplink via PC’s MQTT tool
This step is not necessary, it just to help user to understand the MQTT protocol and simulate the
MQTT connection to ThingSpeak. And check if the account info is valid and correct.
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In the PC, download and install MQTT.fx. Open MQTT.fx and configure add a new MQTT client, as
below:

Broker Address: mqtt.thingspeak.com
Broker Port: 1883
Client ID: User Defined

1 Edit Connection Profiles

L] S|
M2M Eclipse
Thingspeak Connection Profile
mydevices Profile Name | ThingSpeak
Broker Address | matt.thingspeak.com |
o |
Client ID | Deskrop_Client | Generate
——
General SSL/TLS Proxy Last Will and Testament
——
User Name | dragino
Password
Input User ID and MQTT API from I
Input User ID and MQTT API
Add anewmarT | ‘ from ThingSpeak
Add a new MQTT Account>My Profile
/ Client Profile
+ - [

After add the profile, connect it and publish to the corresponding Channel with correct API key.
MQTT API see this document:

[ MQTT - 131 - — - — - -— e
File Extras Help
- Disconnect ‘ Replace Channel ID and L

API here
Suhscnhe Scripts  Broker Status Lﬂgﬂ
channels/200893/publish/BIZORZ Y v @D Qos1  Qos2 Retained v

field1=36&field2=87&status= MQTTFUELISH‘ |

Data to be sent, update
both field1 & field2 of this
channel

If update successful, we can see the update in the channel:
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HowtoBuy Account~  SignOut

MATLAB Visalization

MATLAB Analysis

Ficld 1 Chart o, o= Ficld 2 Chart & o ox

Test Channel From Dragino Test Channel From Dragino

sg
TANow 15 Ko 16 Now 17 Nov 18 Nev 500 T0:00 o0 1200 %00
Date

4.4 Try MQTT Publish with LGO1-N Linux command
This step is also not necessary; it is to show the basic command used for MQTT connection and

will help for further debug when connection fails.

First, we need to make sure the LGO1-N has internet access. We can log in the SSH and ping an
Internet address and see if there is reply. As below:

— - - _Ili;;1l.IIII. .
R REE BBV BEHO) fEHET) BES) IEL O EEH

HPVRIRD - BRRBEBEIFHEHY @5,
| Aliyun_E£ERRESE | | 172.31.255.254 |

root@dragino-146d78: ~# p1ng www.163. com

PING www.163.com (58 .233.35): 56 data bytes

64 bytes from 58.63. 233 35: seg=0 ttl=54 time=§.231 ms
64 bytes from 58.63.233.35: seg=1 ttl=54 time=8.709 ms
64 bytes from 58.63.233.35: seqg=2 ttl=54 time=§.313 ms
64 bytes from 58.63.233.35: seq=3 ttl=54 time=7.953 ms
64 bytes from 58.63.233.35: seqg=4 ttl=54 time=8.539 ms

-—— www.163.com ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 7.953/8.349/8.709 ms
root@dragino-146d78:—#

LGO1-N has built-in Linux utility mosquitto_pub. We can use this command to publish the data to
ThingSpeak.

The command to update a feed is as below:

mosquitto_pub -h mqtt.thingspeak.com -p 1883 -u dragino -P QZXTxxxxxx02J -i
dragino_Client -t channels/200893/publish/B9Z0R25QNVEBKIFY -m
"field1=34&field2=89&status=MQTTPUBLISH"

(Make sure the “” is included, otherwise only one data will be uploaded)

Below is the output window:

= 172.31.255.254 - SecureCRT - = | B s

YHF) REE BBV BEWEO) 80 BxS) IEL  E=sH)
HIRIE BRRBRES FRY @8,

|| 172.31.255.254 | |
root@dragino-146d78:~# mosquitto_pub -h mgtt.thingspeak.com -p 1883 —u dragino -P Q
ETTmAT TmTw21 -1 dragino_Client -t channels/200893/publish/B9 v FY -m "

fieldl=34&Field2=894&status=MQTTPUBLISH"
root@dragino-146d78:~# |

After running this command, we can see the data are updated to ThingSpeak, which has same
result as what we did at mqtt.fx.
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So we success to use LGO1-N to uplink data to ThingSpeak, the mosquitto_pub command is
executed in the Linux side, finally, we will have to call mosquitto_pub command while the LoRa
sensor data arrive. We will explain how to do that in next step.
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4.5 Configure LGO1-N Gateway

4.5.1 Publish Logic
In LGO1-N (firmware version > LG02_LG08--build-v5.1.1545908833-20181227-1908), there is a
built-in script to process the MQTT data. The logic of this flow is as below:

How MQTT script works:

el

Payload:<6734>temp=34&hum=86

‘--"Uplink..__’

Downlink
LoRa End Node 1
/1 | ==Pubish =P
ol : i
,Ljpllﬂk LGOTN / OLGOTN ! i
; : LG02/0LG02 === i
,’, Downlink Customized Mode h g
Local Channel Remote Channel
Payload:<7456>temp=24&hum=65 6734 765800
LloRa End Node 7456 367680

Operate Principle:

> LoRa End Node sends the data to gateway in specify format: <node_ID>value

> Gateway get the data and will put the data in corresponding files under /var/iot/channels.

> MQTT Process Script will publish data to remote channel according to the pre-configure mapping

Step1: Configure LGO1-N to act as MQTT mode
dragino—1b7060 Status m Network : ce Logout

LoRa Gateway Settings

Configuration to communicate with LoRa devices and LoRaWAN server

LoRaWAN Server Settings

loT Service éLcF‘.aRA‘u"v' forward to MQTT ser '

Debug Level Litte message output v

Service Provider | The Things Network v

Step2: Configure MQTT server info

MQTT Server Settings

Conhguration o communicate with MOTT sarer
Configure MQTT Server
Select Server | ThingSpeak MQT

User Name [-u] | draginol
Password [P] | 32WEGMEXYTEQT049

Clignt 1D -]

In step 2, we have below settings:
v" UserName[-u option]: Input Author (user name for MQTT Connection)
v" Password[-P option]: Input MQTT API key
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v' Client_ID[-i]: dragino_Client (can put any string)

v" Because we choose Thingspeak so we have below pre-set options but not show in web
»  Broker Address[-h]: mqtt.thingspeak.com
»  Broker Port[-p]: 1883
»  Topic Format[-t]: channels/CHANNEL/publish/WRITE_API.
»  Data String Format[-m]: DATA&status=MQTTPUBLISH

And we configure this channel:

v" Local Channel ID: 10009

v' Remote Channel ID: 396640

v' Write_api_key: Write API key for this channel.

In the mqtt script, the upper CHANNEL will be replaced by the parameter (remote channel in loT
server). and the WRITE_API will be replaced by the settings in write api key. The DATA will be
replaced by the value stored in the /var/iot/channels/LOCAL_CHANNEL file.

MQTT script will keep checking the files in /var/iot/channels/ . If it finds a match Local channel,
then the MQTT script will send out the data of this local channel to a remote channel according

to the setting above.

User can also enable MQTT debug level and run logread in Linux console to see how the mqtt
command is compose. Below is an example:

7:43 2018 kern.notice syslod: [IoT.MQTT]: Found Local Channels:

7:49 2018 kern.notice syslog: [IoT.MQTT]: Check for sensor u date
9 2018 kern.notice sys 10g {10T.MQTT]: Found Local Channe

$§ 2018 kern.notice s 3 : Check for sensor u?d ate

: Found Local Channe

log: [107]:
: [ToT. an]: Check for sensor uﬁware
.MQTT]: Found Local Channe
]: ms nesolxe Check: FAIL

:02 2018 kern.notice
03 2018 kern.notice sys
103 2018 kern.notice s
2018 kern,notice

evices. com:1883
TTopic Format: vi/USERNANE/Things/CLIENTIO/Ata/CHANNEL
1 Data Format: DATA

09 2018 kern,notice sysldq: : Check for sensor update
7 09 2018 kern.notice syglog: [IoT.m i Found Local Channels: 100
7 15:08:09 2018 kern.notice sy : [IoT. 1 Find Match entry f

or 100
Tue Nov g : [} v e.‘-lb“sdgf3858~11e?~afce»adsidaa}ioa? things/2b1fab30-3859-11e7-af ce-8d5fd2a310a7 /data
Tue Nov 27 15 :108:09 2018 kern.notice syslog: : [-m] vemp,c=30.2

rootddragino-193a18:—#

4.5.2 Configure LGO1-N’s Radio frequency
Now we should configure LGO1-N‘s radio parameter to receive the LoORaWAN packets. We are
using 868.0Mhz (868000000 Hz) as below:
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dragino-1893c4

Latitude
Longtitude | 114 23
Radio Power (Unit dm)

Radio Settings
1

Ratio setings for Channel -
Freasey e
spresna Fecer “ 2

Coding Rate | 4/5
Signal Bandwidth | 125 kHz

Preamble Length

@ Length range’ 6 - 65536

LoRa Sync Word

@ Value 52(0x34) for LoRaWAN

Encryption Key

/

Save Resot
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4.6 Create LoRa Shield End Node

4.6.1 Hardware Connection

Flame sensor

VCC<...>ICSP(5V) Relay
(In the top, right VCC<...>Vin
corner of ICSP) GND<...>GND
GND<...>GND IN<...>D4
DO<...>D3 ™, N
N N\ N
\ Y R \\_\\, S
R \ DHT11 N
€ 3 VCC<...>5V S S
N | DAT<...>A0 X S5
) " GND<..>GND . NG
NN Mo & NN S

There are three sensors connect to the LoRa Shield + UNO. These sensors are flame sensors,
DHT11 (Temperature & Humidity sensor) and Relay. Please use the connection as we show in the
photo.

Note: There is a trick above, the relay is connected to VIN. In this case, The UNO can only be power via USB port.

If need to power via DC power adapter, please use another 5v pin to power relay.
Upload this sketch to the UNO, this sketch will send temperature and humidity data to gateway at

every 60 seconds. If there is a flame detect, it will then immediately send the value to gateway

and then upload to the IoT Server.
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4.6.2 Test with uplink
After we upload the sketch to UNO, we can see below output from Arduino

X% WA mE TR R

MQTT_DHT11_and_Flams_ssnsor_Chent_updats_to_Thingspsak_

{dht. h>
2 #include <SPI.h>
{LoRa. h>

1 #include

include

5 Singleton instance of

6
7 dht DHT;
8 #define DHT11_PIN AO

9 const int flame_pin=3;

10 float temperature, humidity
R

tom 1 rRT—J”\n"l

11 char

-]

2 comt2 (wduino/Genuino Uro R
The temperature and humidity:
[24.00°C, 65. 00%]

The packet is send successful
irmgizreseaensagaesy COUNT=4 BRESEHARAAR
The temperature and humidity:
[24.00°C, 65. 00%]

The packet is send successful
BHESRESRHER COUNT=5 BRERREERGER
The temperature and humidity:

([24. 00°C, 65. 00%]

The packet is send successful
COUNT=6 HHHtH T
(The temperature and humidity:
[24.00°C, 65. 00%]

The packet is send successful

- W R A TE w—
i

And we can see the logread of gateway as below, means the packet arrive gateway:

Hmz

XHHF) WEE FWV) BRO) H6M WAS) IRL WEH)

FRHUR LR
1101302.125

ER- 0 5 KAL)

user. notice root:

0z
0z

daenon. info
user. notice

user not ice Toot: m
tice root:

T.NQTT) ¢
varT]

user.notice root:
user. notice root:

10T.MQTT,

3 dacmon. info 1901-pke—n
user. notice root:
user.notice root:
user. notice root:

ToT.MQTT]

ToT.MaTT,
]

Gaemon- e 1001 pkt_Fud126879
Gaemon. 0o 1901 pkt_Fwal 26275

user. notice root: tlov »Qtv1

dasmin. info goi_ okt zg;,q

Tor.
Gaemon. 1m0 1001 pkt Fnal26479,
2015 daenon. Info 1901 pke_fud(26275

2019 user. norice root: fror.Mary
userinotice root: fior :
3 user.notice r
Gaenon. Info 1001 pke.wo|
3 dacnon. ihfo 1901 bl fwal3ears
3 user. notice root: [IoT.karr):
otice root: [ToTwarr):
un Jan 2 9 u: ice root
un Jan 2 daemon. 1150 1008 pkt Fd126879
un Jan 2 daenon. info 1g01_pkt_fwa (26279
un Jan 2 user. notice root: [1or.karr):
un Jan 2 userinotice root: [1orikarr
un Jan 2 user.notice root
un Jan 2 G3emon. info 1003 pKe rwa[26
un_Jan 2 3 daenon. info 1901 pke_fwd[26279
un Jan 2 user.notice root: [ToT.MqrT]:
un Jan 2 jce root: [rorarr):
un Jan 2 root:
un Jan 2 1901 pke_f 9
un Jan 2 3 Gaenon. info 1901 phefalzeers
3035392¢.

Jan 2 user.notice root: fror.uar):
un Jan 2 oot: [ToT.MarT]:
Sun Jan 2
sun Jan 2
Sun Jan 2
Sun Jan 2
sun Jan 2
sun Jan 2
Sun Jan 2
Sun Jan 2 2
sun Jan 2 00T [ 0T MQTT,
Sun Jan 2 user. notice root: [Tor.wart]:
5un Jan 2 user.notice root: [ToT.mQrTl:

£ind Match Ener
O R e 1272338, pebsh, EvOKT1oWo93MeXS
m] field1=26.04f1e]d2«61. OdsTatUS=MQTTPUBLISH

9,
78] 1 RxTxe 0136352637

Find uatch Entry for S678
©] channels, 682238 /publ f3h/EVDKT16NvO9Iixs
“n] F1a1d1-26. 08F 0102261 043t AT US-MQTTPUBL T5H

RXTX= ):3c353637
£ind watch encry o
L Rrne o ev2 38 pabrishy evoxriowosIetxs

] FieldLe26, 04 1e1d2259, 0STATUS=MQTTPUBLIS)

RXTX ):3¢352637

Fiod waeh entey for se7e
Channe12/ 652338 publ 13h,EVOKE16NVO9IMeXS
o] F1eTa136. 0af 10163250, Bhat atus-wQTTPUBL T

] e 02335367

Find uatch encry fo

E 1] ghapmelz/e 2335 (pubtishEvokr1envesuaxs
m] fleld1«26.04f1e1d2«63. DASTATUS=NQTTPUBLISH

XX ):3€352637 1 3

Find watch Ente
T hannet eb2 338/ pabl sty EvOKT16Mv99 xS
“a] FiaTai-z6. 06 10102-60. O4at atus-MATTPUSL T5H

RXTX- i ):3¢35363
Eing watch entr

-:] Rane 0 6ka 53 et ishy evoKT1oWOSIMAXS
F12T01026. 041210238, O4ax acusMQTTPUBLISH

XX ):3¢352637 113632362€30;

ke 138 o publhh ek
6. 04 10102-62. O4at atUsMQTTPUEL T

RXTX= ):36353637

£ind watch encr
-t] chamnels Y25 08 oo4sh/Evorz1nveoamixs
F1eT0E036. 04t 1e10230, GLst atus wgTTPUBLT5M

3352637

9
e 362338, pub T 15h/ EVOKT1 o0 M4XS
126, 0AF 16102250, 043+ atUsMQTTPUL T5H

RXTX. Ive(Hen) 13353637 2e30
£ind Match Sy ¥

L honne10/ 652398, pub1ish/EVOKI16NVO9IMAXS

“h] F1aT0E036 0aF1e] 251 DAST AT USRATTPVBLISH

Finally, we can see on the ThingSpeak:

Channel settings

Channel Stats

Createct about 17 howrs age
Lastentry: 2minutesdes
Entries: 30

Test from the DHT1 1 and Flame sensor

Dute

8 Export racent data

T

Sharing  APIKeys  Daaimport/Esport

MATLAS Visualzation

Test from the DHT11 and Flame sensor

umidiy
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4.6.3 Test with interrupt by flame detect

The DO pin of Flame sensor is high in normal state. When a flame is detected, the DO pin of
Flame sensor will become low, then, the UNO generates an external interrupt, and immediately
uploads the temperature and humidity to the server.

The DO pin of Flame sensor is low when a flame is detected, and we can see on the Serial

Monitor:

@ MQTT_DHT11_and_Flame_sensor_Client_updata_to_ThingSpeak_| Arduina 1_1’ 2 com i = = ) e
ok S E LA =

|
HERRAEREEAE COUNT=2 AEHREREREER

WTT_DHT11_and_Flama_seewsat_Clinl_sdala_to_ThngSgeak_

void fire() // Interrupt The temperature and humidity:
[26.00°C, 61. 00%]
75 Serial.println("Have fire, The packet is send successful
6 dhtTem() ; [afezatessiadpes ] COUNT=3 aEpERgEEaEg
71 dhtWrite(): The temperature and humidity:
78 LoRa. beginPacket () ; [26.00C, 61. 00%]
79 LoRa. print ((char %)datase |The packet is send suecessful
30 LoRa. endPacket () : RERERERRERE COUNT=4 AEBEEREEIZER
81} The temperature and humidity:
Q9 [26.00°C, 59. 00%]
. nid SendNatal) The packet is send successful

ave fire, the temperature is send
he temperature and humidity:
[26.00°C, 59. 00%]

Similarly, we can see the logread of gateway via SSH access:

13 10.130.2.125 - SecureCRT _ .
XH(F) \RE E/V) WHO) FWM MRS TR WRH)
DPRUR BN BEI TR @ o

[T10.130.2125

78
] Channels, 642338 /pubT ish/EVOKT1ENVS93MeXS
10T, MQTT. F1e101-26. 04 1¢102-61. 04T ATUSMTTPUBL 15
908 pkt o

aenol
7 3615 Gachon: info 1g01_pkt fwdizez’s] RXTX~ Receive(HEX):3c353637 313d3; 643

2019 user.notice root:

xov.»qrr]: Find Match entry for 56
user.notice root:

107.MQTT]: [ t) channels /682338, pubhsh EVOKTLONVO93MeXS

asrnotice fogt: Tl fieldl=26.04Feld2: UBLTSH
daemon. 1nfo 101 7627
daemon. info lgol_pld fnd 26279 RXTX~ Receive(HEX):3c35363738 64313d32362e3 643

58 2019 user.notice root:

Eind uatch gnery for s
38 2019 user.notice root:

ToT.MQTT) ! channes /682338 pubHsh EVOKTLENV993u4XS

D ormorrl: [op
dacmon. Trto 1901 pkt_tad[362 79
daemon. info 1901_pkt_fwd[26279]: RXTX~ Receive(HEX):3c353637 6431343:

Transmission
2019 user.notice root: [IoT. -nq"]: Find Match entry for 567 = Detected the fire 4 o
2019 ser.notice varT): } t] channels %2335 /au0b14sh,/EvoKT1 6va03meXS interval is one
2019 yser.noti fieldl=26.04F 1e1d2=59. 0&STatus=MQTTPUBLTSH

minute

—m

no
019 daemon. ni
Gamon. info 1901 Pkt _Fwd[26270]: RXTX~ Receive(HEX):3c35363738 313d32362e3 3

2019 user.notice root:
2019 user.notice root:

2019 daemon. info 1g01_pkt_f fwd{zeh? 2
2019 daemon. info 1901_pkt_fwd{26279]:

Find Match entry for §
~t] cl anne'ls/ssnzs pub115h EVOKI16NVO9IMAXS

Sun Jan 20 02
sun_Jan 21

RXTX~ Receive(HEX):3¢353637 31 643

sun Jan 2019 user.notice root: [IoT.mqrT]: Find Match greey for s

Sun Jan 2019 user.notice root: [IoT.MQTT]: -:] channels/682338/ vubhsh EVDKI16NVO93MAXS
04 2019 user.notice root: [IoT.mQTT]: [-m] fieldl«26.0&f1e]1d2=60.0&5TaTUS=MQTTPUBLISH
2019 daemon. info 1901 pkt_fwd[26279

2019 daemon. info 1g01_pkt_fwd[26279]: RXTX~ Receive(HEX):3c353637 313d32 3

2019 user.notice root: [IoT. mﬂi Find match entry f

2019 user - notice root: [1oT.aTT E (] Channels/ 642330 /publ1sh/ EVOKILGNYOO3MXS
ice field1=26. 04f ie1d2=58. 0&status=MQTTPUBLISH

3019 daemon-inFo 190 pk fm{zazm

2019 daemon. info 1g01_pkt_fwd[26279]: RXTX~ Receive(HEX):3¢353637 31343236 56¢643

2019 user.notice root: [ror.marr): Find match entey for 567
2019 user.notice root: [1or. vm—rl [ :] channels/682338/ pubhsn EVDKI16NVO93MAXS

2019 user.notice root: field1-26.0&f 1e1d2=62. 045TATUS=MQTTPUBLISH
2019 daemon. info lgOle( fwdEZGZ“Q T
2019 daemon. info 1g01_pkt_fwd[26279]: RXTX~ Receive(HEX):3c353637 64313d32 643

2019 user.notice root: [IoT.MQTT]: Find Match Entry for 5678

2019 user. notice root: [1oT.MTT -t] channels/682338/publsh/EVOKI16NVI93MAXS
2019 user.notice field1=26.04Fie1d2=59. 0AStatus=MQTTPUBLISH

2019 daemon. nfo 1901 pke. f-.:?zﬁzm

2019 daemon. info 1901 pkt. 262'9 R~ Receive(HEx) :3c353637 313d3, 323d3: 3
2019 user.notice root: (1o .mqrv]: £ind Match Encry for s67

2019 user.notice root: [1oT.mQ1T]: [-t] channels/6l z)zs puhnsh EVDKI16NVO93MAXS

2019 user.notice root 7T]: _[-m] fieldl=26.08f1e1d2=59. 0&status=MQTTPUBLISH

6279] ¢
2019 daemon. info 1g01_pkt_fwd[26279] : RXTX~ Receive(uex): 3c33363738 64313d3 323d36312e30
2 T [ToT.MQTT): Find Match nrr;
E-: Channels) 652336/ h/EVDKI16NVI9IMAXS
1010126, 04F1€ 12261 04T ATUSMATTPUBL ISH

o0t g
2019 user.notice root: IDY)'\QTT}:

Sun Jan 2019 user.notice root: [IoT.mQTTl: [-m
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Finally, we can see on the ThingSpeak:

[JThingSpeak™ channels-  Apps~  Community

Private View Public View Channel Settings Sharing APl Keys

© Add Visualizations ‘ @ Add Widgets

B Export recent data

Channel Stats

Created:
Last entry:
Entries: 30

Field 1 Chart e 7

Test from the DHT11 and Flame sensor

\/

Detected the fire
1040 10'50 1100
Date

Temperature

ThingSpeak com

CommercialUse  HowtoBuy  Account~  SignOut

Data Import / Export

MATLAB Visualization

MATLAB Analysis

Field 2 Chart o s %

Test from the DHT11 and Flame sensor
80

70
60

50

Humidity

040 10:50 11:00
Date
ThingSpeak com
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4.6.4 Test with downlink
The http downlink feature is now support since firmware LG02_LG08--build--
v5.2.1560931576--20190619-1607.

ThingSpeak downlink command can be found in TalkBack App.

The Command String input box is the command you want to send to LoRa device.

YRR PR SRR L ER il api. thingspeak.com/talkbacks/> X |

<« ¢ @ @ & hitps;//thingspeak.com/apps/talkbacks/3( $E sow e Ty ¥ QEx mn ® @ @
[ha-=- T =]

C1ThingSpeak™ channels~  Apps~  Community  Support - CommercialUse  HowtoBuy  Account -  Sign Out

Add a TalkBack Command

All Apps
Name: test MATLAB Analysis POST https://api. ’hu\<speak com/talkbacks/ 38663/ comands . json
api, n
TalkBackD: 0660 MATLAB Visualizations
Plugins Get a TalkBack Command
APl Key: ZIay
ThingTweset T https://api.thi ke talkbacks/ y /COMMAND._TD. json?api_key=J2
% TimeControl o i v
1
React Update a TalkBack Command
: 01| TalkBack
Crested: wisa Tobeek ] P
ThingHTTP
Logged to Channel: dragino ..
Execute the Next TalkBack Command
POST https://api.thingspeak.com/talkbacks/ 33663/ comands/exacute. json
e
Commands Update a Channel and Execute the Next TalkBack Command
Position P D Command string POST https:/fapi.thingspesk.con/update. json
1 16007288 DownlinkTest NSRRI

_key=IZIXAVEHTCINED

Position Command string Get the Last Executed Command

DownlinkTest Save GET https://api.thingspeak. com/tal kbacks, 38668/ comands/1ast . jsonapi_key=JZavoH

. il ] )

Execute The next Talkback Command is the API to get one command from the commands queue.

We can test in the web with this API. Format is:
https://api.thingspeak.com/talkbacks/XXXXX/commands/execute.json?api_key=XXXXXXXXX
Result as below:

st i _
Apps - TalkBack - ThingSpeak loT |

« = C O [ Whttps://api.thingspeak.com/talkbacks/30660/commands IR I 1‘:{‘ ¥

O =rEm [l Fseis
JSON  [FESE %
EF B8 £3RE 2B

id: 16887322
command_string: "pownlinkTest"”
positien: null

executed_at: "2819-86-19T13:35:@32"
created_at: "2819-86-19T13:34:592"

We can also test this APl in LGO1-N Linux console:
By using:

curl -k https://api.thingspeak.com/talkbacks/XXXXX/commands/execute.json?api_key=XXXXXXXXX

B 17231.255.254 - securecRT I . DL N

MEF REE FENV) OERO) S BERE TR EEH)
HHROR an ESE3 FEY 60,

| 172.31.255.254 |

root@dragino-1h%e2c:~# curl -k https://api.thingspeak. com/taTkbacks,/30660/commands /execute. Json?api_key=1Z 3X4YOMTCZNHIYO
root@drag1no—1b922c ~# curl -k https //api. thw ngspeak com/ta? kbacks/30660/:0mmands/execute ]son”apw kErJZ3X4Y9MTCZNH9YO
{"1d":16007340, "command_string"”: "DownlinkTest"”, "position”:null, "executed_at":"2019-06-19T13:40:022", "created_at" : "2019-06-19T13:39:582"}
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To get this result automatically in LGO1-P and send out via LoRa, we can configure as below:

e et e raa e g age me

E=rre=rh-1b9e2c

p g s

[T —

Status ~

HTTP /HTTPS

http/https connection to loT Server

General Settings

Enable S5L Connection

Enable HTTP Downlink

Downlink URL
Downlink Datatype
Downlink Parameter

Downlink Poll Interval

[+

@ Forward downlink data via LoRa

https://api.thingspeak.com/talkback

Json - One Level v

command_string

5

@ unit:seconds.

Save & Apply |

Because URL is https, So need to Enable SSL Connection
Downlink URL use the URL we use in Web and Curl

Downlink datatype for ThingSpeak is Json.

YV V V VY

data string.

Downlink Parameter is command_string. We will fetch the value of command_string from the downlink

> LGO1-N will poll the URL every 5 seconds. When there is valid command_string found, it will send out via

LoRa (Radio parameter is defined in LoRaWAN gateway Radio settings or Radio2 settings for LG02)

Result in the LoRa Shield:

The temperature and humidity:
[30.00°C, 86. 00%]

Packet Sent
FRRRRRAA
The temperature and humidity:
[30.00°C, 87. 00%]

Packet Sent

Comrr=2&

Received packet | DowrdlinkTest

AR

m

-

Auteoscroll

[Ha line ending - | [8600 haud

- Clear output

—
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4.7 Conclusion and limitation

4.7.1 Overview for the example

This example shows how to set up a simple LoRa network with ThingSpeak loT server. In this

example, we use the raw LoRa protocol (private protocol) for transmission. It is simpler compare

via LoRaWAN protocol

There are some frequently ask points for the example:

1/ Difference between LoORaWAN & Private LoRa protocol:

>

>

The private LoRa protocol here doesn’t have MAC control/management, (of course
developer can develop this). In LoRaWAN protocol, this feature is supported already.

The transmission is unencrypted in this example, user can see the data in gateway. In
LoRaWAN, the transmission is designed in AES encryption.

Private LoRa protocol means the gateway only works with specify LoRa End node which runs
the same protocol, the gateway can’t work with a standard LoRaWAN devices.

Private LoRa protocol doesn’t need the LoRaWAN loT Server. Gateway can send data to user
defined loT server, in terms the gateway and the server can communicate with each other.
User can more features in the private protocol such as MAC control, encryption, that is how
LoRaWAN protocol comes, the advantage of LoORaWAN protocol is that it is designed for
carrier level use, and developer can use it directly with many features and compatible with

the LoRaWAN node from different manufacturers.
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5 Order Info
LoRa_loT_Kit-v2-XXX-YYY
XXX: Frequency Band

433: For Bands: EU433, CN470
868: For Bands: EU868,IN865
915: For Bands: US915,AU915,A5923,KR920

YYY: 4G Cellular Option

EC25-E: EMEA, Korea, Thailand, India.
EC25-A: North America/ Rogers/AT&T/T-Mobile.
EC25-AU: Latin America, New Zeland, Taiwan
EC25-J: Japan, DOCOMO/SoftBank/ KDDI
More info about valid bands, please see EC25-E product page

(https://www.quectel.com/product/ec25.htm)
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6 FAQ & Trouble Shooting

6.1 | can't upload sketch to LoRa Shield in MAC OS, shows "
dev/cu.usbmodem1421 is not available "

Error Info as below:

Arduino: 1.8.3 (Mac OS X), Board: "Arduino/Genuino Uno"

Archiving built core (caching) in:
/var/folders/jq/8fnvlfj90tgbnbcyd16_bbw00000gn/T/arduino_cache_833512/core/core_arduino
_avr_uno_fc9a32205aafa27e4eda988d5ed9b7ac.a

Sketch uses 20142 bytes (62%) of program storage space. Maximum is 32256 bytes.

Global variables use 1189 bytes (58%) of dynamic memory, leaving 859 bytes for local variables.
Maximum is 2048 bytes.

Board at /dev/cu.usbmodem1421 is not available

The Arduino UNOs in the Kit are clone version and use CH340 USB to serial chip. User has to
install the CH340 driver in PC to make it work. Above issue means the MAC OS doesn't has CH340

driver.

6.2 My loT Kit has the model LGO1-P instead of LGO1-N, Can I still use this
manual.

The gateway part of this manual is for LGO1-N, if user has the LGO1-P version, please check the

LGO1-P gateway manual.
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6.3 Duplicate library issue while upload in Arduino IDE 1.8.10.

While compile the LMIC library in Arduino IDE 1.8.10. This error will happen:

€ tin-abp | Arduino 1.8.10 - X
File Edit Sketch Tools Help

OBEA
vatp

Error compiling for board Arduing/Genuing Uno.

To solve this, user can modify the file:

~/Dev/Arduino.app/Contents/Java/hardware/arduino/avr/platform.txt
, Change the compile flag from —Os to —02. Like below:
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6.4 How can | set to use CN470 band?

11 //FUELLNE LEW dUu¥yzsl L
12 | //#define CFG as923 1
13 | //#define CFG in866 1

14

15 | #define LG02_LGO1 1

16

17 | //US915: DR_SF10=0, DR _SF9=1, DR_SF8=2, DR SF7=3, DR _SF8C=4

18 | // DR_SF12CR=8, DR _SF11CR=9, DR _SF10CR=10, DR_SF9CR=11, DR_SFB8CR=12, DR_SFICR

19 J#if defined(CFG us915) s& defined(LG02 LGO1)

20 | // CFG_us915 || CFG_as923

21 | #define LG02 UPFREQ 902320000

22 | #define LG02 DNWFREQ 923300000

23 | #define LG02_RXSF 3 // DR_SF7 For LG01/LG02 Tx
24 | $define LG0O2 TXSF 8 // DR SF12CR For LG02/LG02 Rx
25 | 2214f defined(CFG enffl) && defined(1,G0O2 TGO1)

24 | // CFG_euBés a a

2] | //EU868: DR SF12=0, DR SF11=1, DR SF10=2, DR SF9%=3, DR SF8=4} DR SF7=5, DR SF7B=1, DR FSK, DR
2{ | #define LG02 UPFREQ 505300000
29 | #define LG02 DNWFREQ 505300000

3¢ | #define LG02_RXSF 0 // DR_SF7 For LG01/LG02 Tx
3] | #define LGO2 TXSF 0 // DR_SF12 For LG02/LG02 Rx
33 [dendif

33t
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Technical Support

> Support is provided Monday to Friday, from 09:00 to 18:00 GMT+8. Due to different
timezones we cannot offer live support. However, your questions will be answered as soon
as possible in the before-mentioned schedule.

»  Provide as much information as possible regarding your enquiry (product models, accurately

describe your problem and steps to replicate it etc) and send a mail to

support@dragino.com
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Reference

LoRaWAN official website. And Technicel document for LoRaWAN.

LG01-N LoRa Gateway User Manual
LoRa Low Energy design guide and Calculator Tool.

About Distance: LoRa Modem Design Guide

S$X1276 download resource.
User Manual: LGO1-N, LoRa Shield, LoRa/GPS Shield
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