Overview

remot3.it
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Quick Start Guide
for Dragino Gateway devices

This guide describes the installation and basic usage of remote.it for Dragino devices.

This guide is based on operations with the Dragino LG308 LoRa Gateway running on firmware
Ilgw-5.4.164031589. If you are using a different firmware version or a different device, the actual
contents and messages displayed may differ from those described in this guide.

Helpful remote.it links

Once installation and registration are completed you may quickly expand to monitor an entire fleet
of gateways and other remote.it enabled devices.

Subscription options - Subscriptions and Licensing.

Share access and account responsibilities with other users - Organizations.
Configure notifications and review access logs - Logs and Notifications
Monitor and access devices from mobile devices - iOS and Android

Build remote.it connectivity into your own platform - APIs

Dragino Requirements

remote.it supports the following Dragino devices:
e Firmware version 5.4.1632916986 or higher
e Device model:

o

O O O O O

LGO1N, OLGO1N (Note: LG01-P, LG01-S does not support)
LG02, OLGO02

LG308, DLOS8

LSP8

LIG16

MS14 series (If installed with the same firmware.)
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https://support.remote.it/hc/en-us/articles/4404156674445-Subscriptions-and-Licensing
https://support.remote.it/hc/en-us/articles/4415149770637
https://support.remote.it/hc/en-us/articles/4420196864653-Logs-and-Notifications
https://support.remote.it/hc/en-us/articles/360020919712-remote-it-iOS-and-Android-Apps-Now-Available
https://link.remote.it/docs/api
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1. Preparation

In order to install remote.it on a Dragino device and register it as a target device, you will need a
remote.it account and a desktop application.
Please create an account and install the desktop application on your PC in advance.

1.1. Create a remote.it account

1) Go to the Create Account page on the remote.it website and follow the instructions to create a
remote.it account.

https://app.remote.it/auth/#/sign-up

08 = remote.it;

remot3.it

Remote access made easy ¢ Sign Up

remote.it helps businesses manage devices and share access
to their resources easily and securely, no matter where their Email Address
users are. Sign up now and connect one or thousands of
devices.

Enter a password
Trusted by asswords must be 7-64 characters

Enter your password again

Ao 5 @’Trimble..
BULLSEYE 5, karit

SIPAN ColourFi"'%‘:‘

[ ! agree to the remote.it Terms of Use, Privacy Policy an
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2) After creating your remote.it account, make sure you can sign in to the web portal.

https://app.remote.it

(o} remote.it

remots.it

Remote access made easy

ITH GOOGLE
remote.it helps businesses manage devices and share access
to their resources easily and securely, no matter where their

users are. Sign up now and connect one or thousands of
devices.

Trusted b
Y 4 Password *

& Trimble.

karit

Don't have an account yet? Sign

QB8 = remote.it w @

= Devices ®

cravpay v || acTions v | O Q

[0 show advanced columns

[m} Status Device Name * Owner Shared HWID Intern;
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1.2. Installing the remote.it desktop application

The remote.it desktop application provides the functions to register a Dragino device with the
remote.it installed as a target device to the remote.it account. It also provides the function to make
secure P2P connections to target devices registered in the remote.it account.

1) Go to the download page on the remote.it website and download the installer for your operating
system (Windows / macOS).

https://remote.it/download/#desktop

&

re méta _it Solutions Pricing Download Resources Support Sign In Get Started

Desktop Applications

Create secure remote connections through Windows RDP, Mac Screen Sharing, and more
without open ports.

Select your Platform
et Desktop for Windows =- Desktop for macOS (x86_64) .’
AWS (x86_64) =
Platform: Mac

05 Platform: Windows Target: -

Target: - Size: 104.719644 MB
Linux Size: 153.761063 MB MD5: d521aeff7d9030ef3a633c6b351440cf
Mac MD5: a3746f9ed8f56efoccebb707493bcd8c Date: 2021-08-20

Date: 2021-08-20
Raspberry Pi 0 V3.L5

) o v3.1.5
Windows

2) Run the downloaded installer and follow the instructions to install the remote.it desktop app on
your PC.

* For more information on how to install and operate the remote.it desktop application, please refer
to the following guide as well.
https://support.remote.it/hc/en-us/articles/360048935231
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2. Installing remote.it and device registration

First, install remote.it on your device and register the device to your remote.it account.

2.1. Check your license key

1) Launch the remote.it desktop application installed on your PC, sign in, and click the “Licensing”

menu in the “More” menu at the left pane.

5| remote.it

< Q

remota.it

Q
(]

Licensing

Set up this device /5 remote.it personal plan

¢ Network =) dd re ccess 1o this Windows PC or any
& Devices B
=] Announcements = Seftings L::;_
Logs
Notifications o '3; SEEE -

Organization

Licensing )

Subscriptions

Billing

Scripting

Registrations

m e g EIFIEIE-D@

Products

MANAGE ‘

Be34

2) Note down the “LICENSE KEY” value displayed in the right pane. You can also copy the license

key to the clipboard by clicking on its box.

= O X
Licensing
ice f5  remote.it personal plan MANAGE
s PC
Log s availa
- Copy License Key
@ -33-=-'-= L -b79: 234
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* The "LICENSE KEY" can also be found in the remote.it web portal.

im} r3 Account - remote.it X +

=

<~ C %)  https//app.remote.it/#account

Licensing
)
What's New 7 remote.it personal plan
Account 1 of 5 licensed devices
S
Documel n 71 7 days of activity logs
License Key

Sign Out

remota.it

2.2. Install and register a device

1) Access the web Ul of a Dragino device using a web browser on the local network. (When
required to login, login as root.)

B [ LoRaGateway x 4+

= G @ 10.211.55.20/cgi-bin/home.has TE 9

CJ DRAGING JEERS LoRaWAN « MQTT ~ TCP = Custom Network « System ~ LogRead+ Home Logout

System Overview

- wd loT
Internet

\ Se"’i‘/e'
/

Model LG308

el (('.T.’))

Firmware: lgw-5.4 1640315898 Hostname: dragino-204eb0 loT Service: lorawan System time: Fri Mar 11 04:54:21 UTC 2022 Uptime: 5:37
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2) Click on the “Remote.it” menu in the “Systems” tab.

(m] [ LoRa Gateway x 4+ - (] x

&~ C @ 10.211.55.20/cgi-bin/home.has =

@ DRAGINDO RELLRER ST EN RS TCP~  Custom Ne System~  LogRead~ Home Logout ATE.

System Overview System Overview

General

Back Up / Restore Config I’

Y Remote.it

‘ Remote Mgmt

Firmware Upgrade

Reboot / Reset

™ Package Maintain

WiFi ™SS
Access
Point

PEYT.EN

Hostname: dragino eb0 loT Service: lorawan System time: Fri Mar 11 05:00:40 UTC 2022 Uptime: 5:43

10.211.55.2:33000/ cgi-bin/system-remoteithas

3) When the "Remote.it" screen appears, click the "Install" button.

M | [ LoRaGateway x |+ - D *

<& @ @ 10.211.55.2/cgi-bin/system-remoteit.has T

c (= cClciml LoORav LoRaWAN~ MQTT~ TCP~+ Cusiom Network v+  System~  LogReadw Home  Logout

Remote.it

1. Install Remote.it

2. Register rendia.x]
Bulk ID Code / Licence Key [

3. Remove
To change registration, please Remove and then Install again.

Status
Remoteit is not installed

Device is not registered

Page 8/22
© 2022 remot3.it, Inc.



remot3.it

4) The installation process starts. When the installation is complete, you can see the message
"Installations complete" in Status.

ote.it
Please wait...
=1
cence Key
To change registration, please Remove and then Install again.
DTUm T oadT T CITOCTTILS I\Gj
3. Remove
To change registration, please Remove and then Install again.
Status
Installing remoteit (4.13.5) to root... Configuring remoteit.
Installation complete
Device is not registered

5) Paste your license key in the box under "2. Register" section and click the "Save" button.

B & loRaGateway x  + - (] X

<& @ @ 10.211.55.2/cgi-bin/system-remoteit.has T

Cj DRAGINGO @ ERd LoRaWAN « MQTT = TCP = Custom Network + System v LogRead+ Home Logout

- Remote.it

1. Install Remote.it

Install

2. Register
Bulk ID Code / Licence Key (@ 9 34 )

3. Remove
To change registration, please Remove and then Install again

Status
Installing remoteit (4.13.5) to root... Configuring remoteit.
Installation complete

Device is not registered
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6) If the license key is saved successfully, you can see that there are only two status messages,
green and red. (The remaining "Installing remote it ...." message disappears.)

Status
Remoteit is installed

Device is not registered

7) Then, click the "Register" button.

| O | [ LoRaGateway s | -
< C

@ 10.211.55.2/cgi-bin/system-remoteithas

LoRaWAN « MQTT ~ TCP » Custom Network «

System Home

rendta.it

Remote.it

1. Install Remote.it

Install

2. Register

Bulk ID Code / Licence Key

[2 1833 b

3. Remove

Remove

To change registration, please Remove and then Install again.

Status
Remoteit is installed

Device is not registerad

LogRead~ Logout

8) If the device registration is successful, you can see that both status messages turn green.

Status
Registration complete

Device is registered
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9) Launch the remote.it desktop application again, and confirm that the name of the registered
device has been added to your device list.

| remote.it

= o x
e ‘@ « =« .
NAME SERVICES
(@ dragino-204eb0 = ) ‘
% Network
& Devices 1
=] Announcements

+  More

{® Feedback

* Note that the hostname of the device is used by default as the device name to be registered for
remote.it. You can see the hostname at the bottom of the device's Web UlI.

'R T
LoRa

Firmware: lgw-5.4.1640315398 Hostname: dragino-204eb0 loT Service: lorawan

Installation and device registration is now complete.
Next, register the service on the Dragino device to be connected using remote.it.
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4. Service registration

Register the services you want to connect to using remote.it. remote.it registers the services to be
connected in units of applications (ports).

In this procedure, we will add SSH and HTTP services on the Dragino device as an example.

1) Go to the device list in the remote.it desktop app and click on the name of the device you
registered.

5| remote.it

- o X

. a < Q v

NAME

SERVICES

( @ dragino-204eb0 = ) ‘

& Devices

=1 Announcements

2) Click the Add Service button (plus icon) in the middle pane.

A remote.it

. o < Q

dragino-20
@ dragino-204eb0 =
Network ® )
& Device | SERVICES l Details E
! s Mdm
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3) The configuration screen for the service to be added will be displayed. Select "SSH" from the

"SERVICE TYPE" pull-down menu, and click the "SAVE" button.

= [m] X
< .
Q Add service
&  dragino-204eb0 = et
SERVICE TYPE ‘_i.'_._' - .:__.:.‘. -
SSH - S
. SERVICES -+ — :
SSH
SERVICE FOR
22
Lo kP
SERVICE HOST ADDRESS * dor - 10
127.0.0.1 eystem 10 host
AWS example: vpc-domain-name-
|dent|ﬁer.reg\on.es amazenaws.com
I[Ena?le: Serw{ie ce will take it offline. Service is enablec
CONNECTION DEFAULTS 13
o
4) Confirm that the service you added appears in the service list in the center pane.
fa| remote.it
-@ < « .
. draging
& dragino-204eb0 =
bt Network ®
Details
& Devices SERVICES 12 +
-] Announcements
= - SSH ssH
More Plat
nne
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5) Follow the same procedure to add the HTTP service.
* For services that do not have a preset in the pull-down of “SERVICE TYPE”, you can use the
TCP type to edit the service name and port number.

= @ X
+ < Q i
. Add service
@  dragino-204eb0 = eh protoco
SERVICES 12 + -
HTTP
S5H SSH
e
127001

AWS domain-name-
identifier region es. amazonaws com

-
!Er?apl.erqerwrce
CONNECTION DEFAULTS L3

o

7) Confirm that the service name you just added is online (the service name is not strikethrough).
* If the service does not come online after waiting a while, try clicking on the reload icon in the
r left corner.

| remote.it

. “ ¢ Q dragino-204elk

& dragino-204eb0 =

S ® 7
Details Edit
— Tt SERVICES l-; +
= LevICES 1
1 Announcement HTTP e
: SSH S5H

This completes the registration for the service.
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5. Connect to registered services using remote.it

This section explains how to use remote.it to connect to registered services.
* Please also refer to the following guide on how to connect to registered services using remote.it.
https://support.remote.it/hc/en-us/articles/4425640060173

1) Launch the remote.it desktop application, sign in, and click on the name of the device you
registered.

5| remote.it = () X l
e ‘@ « o :
NAME SERVICES
(@ dragino-204eb0 = ) HTTR  ssH ‘
&  Network
& Devices

'R;] Announcements

More

2) Click on the service you want to connect to. (Here SSH is selected as an example.)

/| remote.it _ o %
. N ‘ @ dragino-204eb0 -
©  dragino-204eb0 =
¢ Network ® 4 =) B
= imise | SERVICES 15 4+ Details Edit Add User Logs
] Announcements - —

More Platform T Openiirt
SSH SSH
Connectivit s Good

Availability: 100%

Instability: 0

Seript  Manage

Sonic.net, LLC

Rohnert Park
AUTAIL=TH
FAUN

Rohnert Park
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3) Click on the "ADD TO NETWORK" button

< Q

SSH

e &
@  dragino-204eb0 =
- O] 4 &8
SERVICES o+ Connect Details Edit Add User
HTTP HTTP
SSH

( ADD TO NETWORK )
S5H

CONFIGURATION =

— CONMNECTION NAME
L dragino-204eb0-ssh

LOCAL PORT
© 33000
LAUNCH TYPE
72— Command

Auto L sunch »

4) If the connection idle is successful, the address and port number to access from the application

will be displayed. Then, click the “LAUNCH?” icon.
*If have an lication that want t t nnect ify the indicat

r
number as the connection destination.
‘ a SSH e o
©  dragino-204eb0 ®
7Y > 6] 4 28
Connect Details Edit Add User
E SERVICES 135 +
HTTP HTTP
SSH

55 ADDRESS

dragino-204eb0-ssh.at.remote.it:33000

Connection: Idle

REMOVE FROM NETWORK
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5) Enter a user name for the ssh connection and click the "SAVE" button.

Missing info found

ragino-284ebe-
]

CANCEL

6) The SSH client (standard command prompt on Windows) will launch. You can connect to the
SSH console by checking RSA key fingerprint and entering your password as usual.

CH¥W 32¥cmd.exe - ssh root@c ssh.at.re e.it -p 3300 (m} >
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7) Following the same procedure, you can also connect to the HTTP service (the web Ul of the
Dragino device) with a browser.

/| remote.it = [m] X

e @ < Q HTTP

@ dragino-204eb0 =

Q
D

oo

& Network © > 6] Va Se |
sERvicES 15+ Connect Details Edit Add User

& Devices 1 z

=] Announcements ( HTTP

More

SSH ADDRESS

dragino-204eb0-http.at.remote.it:33000

Connection: Peer to peer

Duration 15 seconds

STOP CONNECTION

CONFIGURATION b

OPTIONS #

{® Feedback

) | D LoRa Gateway ® D LoRa Gateway x  +

O A tF1UTRELL | dragino-204eb0-http.at.remote.it:33000/cgi-bin/home.has

(G J=lelcNall (0Rav LoRaWANv MQTTv TCPw Custom  Networkv

System Overview

Model LG308

Page 18/22
© 2022 remot3.it, Inc.



remot3.it

5. Uninstallation

To uninstall remote.it, remove the program on the Dragino device and delete the registration
information on the remote.it cloud.

5.1. Uninstall remote.it

Remove the remote.it package installed on the Dragino device.

1) Access the web Ul of a Dragino device, then click on the “Remote.it” menu in the “Systems” tab.

O [ LoRaGateway x  + - o x

& C @ 10.211.55.20/cgi-bin/home.has = Q

@ micclciilml loRavy LoRaWANv¥ MQTTv TCPv Custom Networkv ' Systemw lLogReadv Home Logout 270

—
. System Overview System Overview

General

Back Up / Restore Config ¥

Y Remote.it
Model LG308 |

Remote Mgmt

Firmware Upgrade
Reboot / Reset

™ Package Maintain

WiFi ™SS
Access
Point

S——

o Hostname: dragino-204eb0 loT Service: lorawan System time: Fri Mar 11 05:00:40 UTC 2022 Uptime: 5:43

10.211.55.2:33000/cgi-bin/system-remoteithas

2) Click the "Remove" button.

| B | [ LoRaGateway x |- - o X

<& C & 10.211.55.2/cgi-bin/system-remoteit. has =

C DRAGINO QR4 LoRaWAN « MQTT + TCP » Custom Network + System « LogRead~ Home Logout

Remote.it =3

[ ]
-

1. Install Remote.it

2. Register rendia ]
Bulk ID Code / Licence Key [38 '96- 34

3. Remove

To change registration, please Remove and then Install again

Status
Remotett is installed

Device is registered
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3) If the device registration is successful, you can see the message “Removal complete” in Status.

[=avE | [TeEgIETET |

3. Remove

| Remove | To change registration, please Remove and then Install again.

Status

Removing package remoteit from root. .

Removal complete

| Refresh |

4) Click on the "Refresh" button and the status message will change to the initial two red
messages. The uninstallation is complete.

[SavE | [REYISET |

3. Remove

| Remove | To change registration, please Remove and then Install again.
Status

Remoteit is not installed

Device is not registered

| Refresh |
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5.2. Delete the remote.it device.

Next, delete the information of the target device registered in remote.it.

1) Launch the remote.it desktop app, sign in, and make sure the target device is "offline".

| remote.it

. “ ¢ Q dragino-204eb

® dragino204eb0 =

S5 Network @ j’
Details Edit
&= Devices
r;;:] Announcements
SERVICES s :
lore
nect .
HTTP —
SSH .

2) Click the dot icon in the upper right corner of the device detail view, and then click "Delete

Device" in the menu.
— D h 4
< Q i
' dragino-204eb0 g &
@  dragino-204eb0 =
@ Vd 88 [&] ' {7 Delete Device '
Details Edit Add User Logs
SERVICES l’; T . =
Flat & OpenWrt
Connectivity + Good
HTTP (==
asi = fw_a‘_lit?”‘itf::l C(?%_ .
Instability: 0
t pt Manag

1 minute, 59 seconds ago

Sonic.net, LLC
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3) Click the "DELETE DEVICE" button on the confirmation screen.

Are you sure?

Deleting devices can't be undone so may require
/A youto physically access the device if you wish
to recover it.

We recommend uninstalling remote.it before

deleting devices.
CANCEL DELETE DEVICE

Confirm that the device has disappeared from your device list.
The uninstallation is now complete.
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